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Preface

If you are asking about quantum computation, the easiest way is to search the internet
and learn the basics. A series of introductory pieces are available at https://www.
nist.gov/history-and-future-quantum-information. On the other hand, if you have a
basic idea of the quantum paradigm, as well as high-school level understanding of
mathematics and programming, then the first thing you may like to do is to write
a program that will run on a quantum computer. There are many such computing
facilities available, and the most popular one is possibly the IBM Quantum platform at
https://www.ibm.com/quantum-computing/. IBM Quantum provides a nice platform
to write programs that run on a quantum computer (naturally with some limitations
at this stage). Our first motivation in this book is that a person with knowledge of
basic programming and high-school mathematics should be able to connect to the
machine and then start writing a program as soon as possible. This is why this book
starts with a simple explanation of a quantum computer and immediately dives into
writing simple programs. The elementary building blocks of the quantum computing
paradigm and how to write programs on such a platform are thus the motivations of
the very first chapter.

It is needless to explain that just writing a few programs in Qiskit (the API for
using the IBM Quantum platform available at https://qiskit.org) cannot be the only
motivation for writing a book in the domain of quantum computing. We want to see
our research-minded readers start designing and implementing practical algorithms
that are related to Boolean functions. One must be knowing that the first few quantum
algorithms that demonstrate superiority over the classical computing paradigm are
actually based on Boolean functions. These are the algorithms named after Deutsch,
Jozsa, Grover, and Simon. We directly take up the algorithms around Deutsch-Jozsa
and explain the program codes on the IBM Quantum platform in the second chapter.
The focus is on Boolean functions in this chapter and, in particular, the relationship
between the Deutsch-Jozsa algorithm and the Walsh spectrum of a Boolean function.

Boolean functions are very easy to understand (but deep in analysis) and the
subject covers a significant amount of material in digital circuits, communication
theory, VLSI design, computer science, coding theory, and mathematics. Given that
nearly every aspect of modern society is based on the internet, security in digital
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communication is of prime importance. One necessary tool of such security is cryp-
tology. Boolean functions are considered as one of the basic building blocks in
cryptographic system design. The properties that make a Boolean function suitable
for a cryptographic system are mostly combinatorial, and in some cases algebraic.
We discuss many of these properties, e.g., balancedness, nonlinearity, resiliency,
autocorrelation, and propagation characteristics, in this book.

The two most important aspects towards designing any cipher are ‘confusion’ and
‘diffusion’. The Walsh spectrum of a Boolean function is related to ‘confusion’ and
the autocorrelation spectrum is related to ‘diffusion’. While we do not get into the
cryptologic impacts to a great extent, the basic idea is as follows. If you are using
a Boolean function in a cryptographic design, then the maximum absolute values
in both the spectra should be minimized. Thus, obtaining these spectra quickly and
analyzing them has been a deep area of research for more than a century. It is now
evident that in certain cases we have more efficient quantum algorithms than the
classical ones for the analysis of Boolean functions.

Following the explanation of Deutsch-Jozsa in the second chapter, we get into
further analysis of Walsh spectrum using Grover’s algorithm in the third one. The
fourth chapter concentrates on the autocorrelation spectrum. In fact, the third and
fourth chapters of this book discuss the state-of-the-art research results in this direc-
tion. These algorithms and their implementations might be available in different
forums, but we explain those here with two specific objectives in mind: to help the
beginners write an involved quantum program from scratch and to sail them towards
handling more complicated research problems in the context of analyzing crypto-
graphically significant Boolean functions. The book concludes with a clear research
direction in this domain with a list of open problems.

Let us underline that this book is not concerned with quantum attacks on classical
public key cryptosystems. It is now well known that most of the discrete log and
factorization based classical cryptosystems are insecure against quantum adversaries.
This is due to the Shor’ algorithm (1994) that shows how factorization can be done
efficiently using quantum computing. In fact, NIST has taken a serious initiative in
standardizing Post Quantum Public Key Cryptosystems recently (visit https://csrc.
nist.gov/projects/post-quantum-cryptography for more details).

From an orthogonal point of view, the motivation of this book follows from the
quantum attacks on symmetric key cryptosystems where the security (related to the
key size) is immediately reduced by a factor of two due to the Grover’s algorithm.
From this aspect, we present deeper analysis into several specialized quantum algo-
rithms related to the combinatorial and spectral properties of Boolean functions that
are directly related to cryptanalysis. That is, this book can be used by the researchers
for getting into quantum cryptanalysis of symmetric cryptosystems such as stream
and block ciphers.

Before proceeding further, let us highlight the items expected from this book:

e This book is a timely report of the state-of-the-art analytical techniques in the
domain of quantum algorithms related to Boolean functions.
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e This brief document is a bridge between new research results published in journal
articles and a brief contextual literature review in the domain of spectral properties
of Boolean functions from a cryptologic viewpoint.

e [t presents a snapshot of quantum computing, one of the most emerging topics in
the domain of computer science.

e Apart from the state-of-the-art combinatorial techniques, this book considers
how the related programs can be actually implemented on a quantum computer.
We consider implementing programs written using Qiskit v0.28.0 on the IBM
Quantum platform.

e We provide an in-depth study of the existing quantum algorithms related to
Boolean functions, as well as our research results, on this topic.

e This book is a presentation of the core concepts on “analyzing cryptographically
significant Boolean functions using quantum algorithms” that research students
should understand and be aware of in order to make independent contributions.

One must admit that the cover of a book identifies only the author names; yet
the outcome is indirectly a joint effort of many people. In this regard, we like to
acknowledge our family members, co-researchers, and friends. We could not have
prepared this document without their support, particularly during the COVID-19
pandemic.

We acknowledge our parent institutes, Indraprastha Institute of Information Tech-
nology, Delhi (IIIT, first two authors); TCG Centres for Research and Education in
Science and Technology, Kolkata (TCG CREST, third author); and Indian Statistical
Institute, Kolkata (ISI, last author), for providing us un-paralleled academic indepen-
dence. It is worth mentioning that the Government of India continuously supported
our research through various departments and agencies. In particular, all the authors
like to acknowledge the project (2016-2021) “Cryptography & Cryptanalysis: How
far can we bridge the gap between Classical and Quantum Paradigm”, awarded to the
last author (Subhamoy Maitra) by the Scientific Research Council of the Department
of Atomic Energy (DAE-SRC), the Board of Research in Nuclear Sciences (BRNS).

The first author likes to thank his team members Nakul Aggarwal (currently a
graduate student at the University of Alberta), Sagnik Chatterjee (currently a doctoral
student at IIIT-Delhi), and Pravek Sharma (currently an undergraduate student at III'T-
Delhi) for their hard efforts that led to winning the second prize in the international
IBM Q Awards—*“Teach Me quantum” competition organized by IBM and for the
discussions during the preparation of some parts of the book. The last author acknowl-
edges the contribution of Dr. Kaushik Chakraborty (presently a post-doctoral fellow
at QuTech, Netherlands) and Mr. Chandra Sekhar Mukherjee (currently studying M.
Tech. in Computer Science at Indian Statistical Institute) for several discussions that
helped us in the preparation of some parts of this manuscript. Special mention must
go to Mr. Suman Dutta, presently a research fellow at Indian Statistical Institute, for
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reading this book very carefully in the final phase. His and the kind efforts of anony-
mous reviewers helped in improving the editorial as well as the technical quality of
this document to a great extent.

Delhi, India/Kolkata, India Tharrmashastha SAPV
November 2020 Debajyoti Bera
Arpita Maitra

Subhamoy Maitra
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Chapter 1 ®)
Introduction Check for

Abstract In this chapter we explain the basic components of the quantum paradigm
so that one can start writing programs on a suitable platform. We describe sev-
eral basic features of quantum bits (qubits) and related operations such as quantum
gates, and explain how they operate. We also try to explain how working on a quan-
tum platform provides additional advantages over the classical ones. In this regard,
teleportation, super-dense coding and CHSH game are discussed. We support the
discussion with codes written in Qiskit SDK

Keywords CHSH game + Entanglement - Measurement - No-Cloning + Qubits -
Quantum gates - Superposition * Teleportation

1.1  Qubit

A Qubit (or quantum bit) is the foundational unit of quantum computation. It can be
conceived as the quantum counterpart of the classical bits. A state of some system
broadly means the configuration of the system in consideration. To understand this
better, consider the following example: Let us think of a 6-faced die. Then the system
under consideration is the die and the possible states are ‘17,2°,°3°,‘4’,*5” and ‘6’,
which are the possible outcomes we would obtain on rolling a die.

Definition 1.1.1: Qubit

A quantum bit or a qubit is a quantum version of the classical binary bit. A
qubit is the basic unit of quantum information.

We can see that a classical bit can only be in one of the two states at any given
time usually denoted by 0 and 1. A qubit, in contrast to a classical bit, can be in a
superposition of multiple states. What does superposition mean? Superposition is
the property of a qubit to exist in multiple different states at the same time. In Dirac’s

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2021 1
T.SAPV etal., Quantum Algorithms for Cryptographically Significant Boolean Functions,
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2 1 Introduction

notation where a ket denoted by represents a column vector and a bra denoted by
corresponds to a row vector, a single qubit state is represented as

V) =al0)+811), (1.1)

where «, § € C are called the amplitudes of |0) and |1) respectively and C is the
set of all complex numbers. o and B must satisfy |«|> + |B]> = 1—this is called as
normalization and is related to sum of probabilities of observing different outcomes
being 1. Let us now proceed to explain superposition.

Definition 1.1.2: Superposition

Superposition is the ability of a quantum system to exist in multiple states at
the same time.

Any single qubit state can be written as a linear combination of the states |0) and
[1). Hence, the states |0) and |1) are called the computational basis states of one
qubit. The computational basis of one qubit is generally written as the set {|0) , |1)},
that is related to measurement of qubits. The exact details on how this is related to
measurement will be described in Sect. 1.3. The norm-square of the amplitude of a
basis state |x) gives us the probability of obtaining |x) on measuring the qubit. So,
on measuring a state of the form in (1.1), we would observe |0) with probability
|oe|? and |1) with probability |8]?. An immediate question that arises is how a qubit
is different from a probabilistic bit. Note that a probabilistic bit g = (pg, p1) is a
classical bit such that on measuring q we obtain 0 with probability py and 1 with
probability p;. We will answer this question in the next section.

The state of a qubit can also be represented as a 2-dimensional complex unit
vector. The states |0) and |1) represent the vectors

10y = m 1) = m (1.2)

Using these representations, we can see that an arbitrary state [¢) = « |0) + B |1)
can be represented as

Iw):a|0)+ﬂ|1>za[(l)}+ﬂ[?]=[Z]. (13)

The vector notation is a very useful tool to understand the evolution of a state. Many
sophisticated quantum computer simulators use the vector notation to simulate the
evolution of the qubits of a system.

Now, let us see how we can write a program to initialize a qubit. Initializing a
qubit is similar to setting the value of a variable to an integer or floating point number
in a programming language. To perform this, we refer to the IBM Quantum platform.
As per the IBM Quantum website https://www.ibm.com/quantum-computing/,
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“IBM Quantum Services provides a secure, portable, containerized runtime and
programming tools to access the latest world-leading cloud-based quantum systems
and simulators via the IBM Cloud.”

Detailed information regarding this can be found at https://www.ibm.com/quan
tum-computing/. The programming SDK Qiskit is available at https://qiskit.org/—all
the examples in this book are written using Qiskit v0.28.0. As the web pages are
quite self-explanatory, we do not detail the installation procedure here and directly
get into the programming using the toolkit. In Qiskit, a qubit is initialized in the
following manner.

#Importing the required classes and modules
from giskit import QuantumRegister

gr = QuantumRegister (1, "g")
Listing 1.1 Qiskit code for initializing a qubit

The above code will initialize a single qubit to |0) and name the qubit as g (naming
is optional). Let us break the code to understand better. Line 1 is simply a comment.
In line 2, we import the QuantumRegister class which is a necessary step to use the
class later. In line 4, we create a QuantumRegister class object and assign it to the
variable qr. While instantiating the class, we provide the number of qubits and the
name of the qubit as the parameters. Here, we have given the number of qubits as 1
and the name of the qubit as g.

Apart from |0), the state of the qubit gr can also be set to any valid arbitrary
state. This is done either by evolving the qubit gr using gates (which we will cover
in the next section) or using the initialize () method. For instance, the qubit
gr can be set to the quantum state \/LE |0) + \% |1) using initialize () asinthe
following code.

#Importing the required classes and modules

from giskit import QuantumRegister , QuantumCircuit
from math import sqgrt

desired_state = [1/sqgrt(2), 1/sqgrt(2)]
gr = QuantumRegister (1, "g")
gc = QuantumCircuit (gr)

gc.initialize (desired_state, qgr[0])

Listing 1.2 Qiskit code for initializing a qubit to non-zero state

Let us analyze the above code by line. In line 2, we import the QuantumRegister
and QuantumCircuit classes. The code in the following line is used to import the
“square root" mathematical function. We then assign desired_state the vector
[, B], where « |0) + B 1) is the state of the qubit we desire to create. Next, we
create a QuantumRegister object gr. Line 7 of the code creates a QuantumCircuit
object gc with gr as the qubit of the circuit. We then use the initialize()
method to initialize the qubit gr to the state specified by desired_state.
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1.2 Single Qubit Quantum Gates

Quantum gates are operations that evolve the state of qubit(s). Any gate operation
should transform a valid state of a qubit to another valid state of the same. An
important characteristic of a quantum gate is that any quantum gate operation is
reversible. That is if a quantum gate acts on an input state |¥) to give some output
state |¢), then given the state |¢), we should be able to obtain the state |[{) through
some valid quantum gate operation. Vectorially, a gate operation is a transformation
from a normalized complex vector to another. These norm preserving operations
are performed using unitary transformations. Any unitary transformation can be
represented by a unitary matrix. So, corresponding to any quantum gate, there exists
a unitary matrix.

Definition 1.2.1: Quantum gate

A quantum gate is an operation that performs a unitary transformation on
the state of a qubit. All quantum gates are reversible and can be represented
using a unitary matrix.

Let us first consider the single qubit gates. Such gates take a single qubit state as
input and produce a single qubit state as output. Three very important and common
single qubit quantum gates are the Pauli-X gate, Pauli-Y gate and Pauli-Z gate, also
known as the X, Y and Z gates. The matrix representations of these gates are given
in Fig. 1.1.

The action of these gates on a qubit |{) = « |0) 4+ B |1) is given as,

S [ AR ) R S
-]

Using the bra-ket notations, these actions can be described as
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Fig. 1.2 Matrix

1 1 [1 1
representation of H gate, S H: 7 #~ 3[1 —1]
gate and T gate
1 10
§: S~ [U f]
s ] 1 0
X|y)=X(@l0) + B1)) YY) =Y(|0)+]1)
= aX [0) + BX |1) =aY |0) + BY |1)
=all)+ B|0) =ia|l) —iB|0)

ZY)=Z(@|0) + B (1))
=aZ|0) + BZ|1)
=al0) - BI1)

Note that the X gate acts similar to a classical NOT gate, it flips the state |0) to | 1)
and vice-versa. The Z gate introduces a relative phase difference of = between |0)
and |1). In other words, Z gate multiplies a —1 to the amplitude of |1). Observe that
there does not exist any gate in the classical domain that is analogous to the Z-gate.
Decoding the functioning of Y gate is left as an exercise.

A few of the other widely used single qubit gates are the Hadamard gate (or H
gate), the S gate and the T gate. The matrix representations of these gates are given
in Fig. 1.2.

11 1 1
. . . L _ L . .
Now, if H gate is applied on |0), we get 7 (1 _1> . (O) =5 <1> which is
the vector representation of the state \/LZ (]0) + [1)). Similarly, when H is applied on
[1), we get %ﬁ (_11> which corresponds to the state \%(IO) — |1)). If we denote
%(|0) + |1)) as |+) and \/LE(|O) — |1)) as |—), then we can write as follows.

1
—(|0 1), 1.6
ﬁ(l ) +11) (1.6)

1
—-)=H|l)=—(0) — . .
=) =HII) ﬁ(|> 1)) (1.7)

We can see the state |4) as an equal superposition of the states |0) and |1). So,
when a unitary is applied on |+), it is essentially being applied on both |0) and |1)

) =H [0) =
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simultaneously. This feature of quantum computing where a single operation acts
on all states simultaneously in parallel is called quantum parallelism. We will see
in the later sections that quantum parallelism helps us to solve several problems in
an efficient manner. Notice that the states {|+), |—)} are orthogonal to each other.
Similar to the computational basis, these states form another basis. Two states are
said to be orthogonal to each other if the dot product of their corresponding vectors
is 0. Thus, the set {|+), |—)} also forms a basis for the vector space of one qubit
states and this is commonly referred to as the Hadamard basis. Observe that for any
qubit in the state |+) or |—), the probability of observing |0) on measurement is %
and that of |1) is % too. Thus, it is not possible to distinguish |+) and |—) by just
measuring them in the computational basis.

A quantum circuit is not very different from a classical circuit. It is a collection of
qubits, classical bits, operations and wires that defines the flow of the operations on
the qubits and the classical bits. However, one should always note that any quantum
circuit must be reversible. Let us now see how we implement the gates in Qiskit. The
syntax for the above mentioned gates are as follows.

gc.x(g) #X gate
gc.y (q) #Y gate
gc.z (q) #7 gate
gc.h(q) #H gate
gc.s (q) #S gate

gc.t(q) #T gate
Listing 1.3 Qiskit syntax for a few single qubit gates
Here, gc is a circuit object and g is a single qubit upon which the gate operation

is applied. Below we present a code that implements the gates H, Z and X in the
same order to obtain the state %(| 1) —|0)) from |0).

#Importing the required classes and modules
from giskit import QuantumRegister , QuantumCircuit

agr = QuantumRegister (1)
gc = QuantumCircuit (gr)
gc.h(qgr)
gc.z(gr)
gc.x(qgr)

gc .draw ()
Listing 1.4 Qiskit code implementing H, Z and X gates

We will now see how the above code evolves the qubit from the state |0) to the
state %G 1) —10)). The behaviour of the instructions given in lines 1 to 6 are as
discussed before. In line 7, the quantum circuit gc starts with Hadamard gate H
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Fig. 1.3 Circuit diagram for
the code q 0: 4 H H 2 H X F

which is applied on the qubit gr. The variable gr, by default, was initialized as |0).
After the application of H, the state of gr becomes \/LEUO) + |1)). Line 8 indicates

that Z gate is inserted in gc and is applied on gr. So gr now evolves to %(|0) — 1))
(Z changes the phase of |1) by ). In line 9, X gate is applied on gr. As X behaves
similar to a NOT gate, gr finally evolves to \/Liﬂ 1) —|0)). The .draw () method
at line 11, prints the quantum circuit corresponding to the operations performed in
gc.
Now, we run the code in a Qiskit environment. The execution of the code generates
the diagram in Fig. 1.3. Note that in the circuit diagram q_0 represents the qubit gr.
Next, we introduce a generalization of the single qubit gates. A general single
qubit gate can be specified by the parametric U; gate which is defined as
0 it i @
_ .COS 7 '—e sin 2
Us(0, ¢, 1) = I:equ sin & i@+ cog %] (1.8)
In terms of the U; gate, the X gate can be expressed as Ui (r, 0, ); similarly, the
H gate can be expressed as U3(%, 0, 7). Two other common parametric gates are U,
and U, which are defined as

010 = [ | = 00,00 (19)
1 1 —ef* b4
Vg1 = th ei@im] = Ui(5.9. ) (1.10)

The syntax for the U}, U, and Us; gates in Qiskit are

gc.ul (lambde, g) #Ul gate
gc.u2 (phi, lambde, g) #U2 gate

gc.u3 (theta, phi, lambde, qg) #U3 gate
Listing 1.5 Qiskit syntax for the generic U gates

where theta, phi and 1ambde are the angles as defined with respect to the gates,
gc is the quantum circuit and g is the qubit on which the operation is being applied.
We have implemented a code above that produces the state %ﬂ 1) —]0)) from |0)
using H, Z and X gates. Now we will implement the same circuit but using the U
gates. Consider the following code.
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#Importing the required classes and modules

from giskit import QuantumRegister, QuantumCircuit
from giskit import Aer, execute

from math import pi

gr = QuantumRegister (1)
gc = QuantumCircuit (gr)

gc.u2 (0, pi, gr)
gc.ul (pi, gr)
gc.u3 (pi, 0, pi, gr)

#Executing the circuit in a statevector simulator

backend = Aer.get_backend(’'statevector_simulator’)
gjob = execute (gc, backend)
out_vector = gjob.result () .get_statevector ()

print (out_vector)

Listing 1.6 Qiskit code using the U gates

Output:
[-0.70710678+8.65956056e-179 0.70710678+0.00000000e
+003]

The first two line of the code should look familiar now. In line 3, we import
Qiskit Aer provided by IBM Quantum Experience. The Qiskit Aer API provides a
high performance simulator framework for the Qiskit software stack.' In line 4, we
import the mathematical constant 7. The following blank line is for beautification.
Next, in lines 6 and 7, we define gr as a quantum register object and gc as a quantum
circuit object using the qubit gr, respectively. We leave one blank line for decoration.
We apply U, gate on gr by specifying the parameters ¢ = 0 and A = 7. Then, we
apply U; on gr specifying ¢ = 7 in line 10. In line 11, we then apply Us gate on
gr with the parameters 6 = w, ¢ = 0 and A = . Line 13 is a comment that states
that the quantum circuit will be executed in the state vector form. In line 14, the
code Aer.get_backend(’'statevector_simulator’) sets the backend
as statevector simulator. A backend is the device on which the quantum program is
implemented. A statevector simulator is a quantum simulator that simulates the given
circuit on a traditional (classical) computer. As the name suggests, the simulation
result obtained on using a statevector simulator is a vector that corresponds to the
final state of the circuit. Qiskit also provides other simulators like QASM simulator
and unitary simulator, and other machines that are truly quantum. The command
execute () with the parameters gc and backend used in line 15 executes the
circuit gc on backend. Executing a circuit in statevector simulator returns a job
object from which we obtain a result object that contains the resultant state of the
circuit as a complex vector which is stored as out_vec here. Naming of the result
object is at the liberty of the user. One may find that in the following codes, we use
different names for result objects. The complex vector itself is obtained from the
result object using result () .get_statevector (). On executing the code in

IVisit https:/qiskit.org/documentation/apidoc/aer.html for the API documentation of Qiskit Aer.
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Qiskit Notebook, we obtain the state %ﬁ(l 1) — |0)) in a form of a complex vector as
shown in the output.

In the previous section, we had questioned the difference between a probabilistic
bit and a qubit. Note that we work with amplitudes when dealing with qubits, but when
we deal with probabilistic bits we turn to probabilities. Then, the natural question
that comes to the mind is that if the norm-squares of the amplitudes are probabilities,
then why should it be any different from the probabilistic bits? The answer swiftly
follows in the next difference that the operations performed on a qubit are unitary
operations and hence unitary matrices are used. However, as for probabilistic bits
the transition operations are performed using stochastic matrices. Now, the question
is what is a stochastic matrix? Stochastic matrices are matrices such that the sum
of elements across any row or any column add up to 1. So, the stochastic matrices
need not necessarily be unitary matrices. The third prime difference is that during a
transformation of a qubit, it is the amplitudes that add or subtract from each other.
But in an operation on probabilistic bits, the probabilities get modified. That is how
the probabilistic bits are essentially different from the qubits.

1.3 Single Qubit Measurement

In the previous sections we got informed about a qubit and operations on the qubit.
But a qubit is of no use if we cannot extract information from it. Qubit measure-
ment comes to our aid here. Measurement is the process of observing the state of a
qubit. Measurement is also a qubit operation. However, unlike the single qubit gates,
measurement is not a unitary operation, and not even reversible. Measuring a qubit
gives one bit of information. The peculiarity of measurement is that observing a qubit
“collapses”, i.e, changes the state of the qubit to one of the basis states.

For instance, if we measure a qubit of the form %UO) + |1)), we obtain |0) with
probability % and |1) with probability % The % is obtained by squaring the absolute
value of the amplitude of the respective states. But what does this probability mean?

This can be explained as follows. Consider that someone got access to n number
of qubits of the state \/% (10) 4 |1)). Now, suppose he starts measuring each qubit in
computational basis. Then, in every instance, he will get either |0) or |1). He never
gets \/%(IO) + |1)) since it is not one of the states of the computational basis—the
basis that he measures in. The number of times he observes |0) will almost be equal
to the number of times he observes |1). That is of the n measurements, he would
observe |0) for about 5 many times and observe |1) for about 5 times. One can say
that on measurement, the state of the qubit changes either to the state |0) or into the
state |1).

Let us now apply an X gate on a qubit and measure it in Qiskit. The code to
perform the same is as follows.

i1 #Importing the required classes and modules
> from giskit import QuantumRegister, ClassicalRegister
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from giskit import QuantumCircuit, Aer, execute

#Creating the gquantum register, classical register
#and the quantum circuit

gr = QuantumRegister (1)
cr = ClassicalRegister (1)
gc = QuantumCircuit (gr,cr)

#Flippling the qubit gr and measuring it
gc.x(gr)
gc .measure (gr, cr)

#Executing the circuit in the gquantum simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc,backend, shots=100)
measurement = gjob.result () .get_counts ()

print (measurement)

Listing 1.7 Qiskit code demonstrating measurement

Output:
{"17: 100}

For the above code we will discuss the new commands which have not appeared
yet. Note that here, apart from the usual class imports, we have also imported
the ClassicalRegister class. In line 4 of the code we created an instance cr of
ClassicalRegister class which helps in storing the output of a qubit measurement. The
code gc.measure (gr, cr) measures the qubit gr and stores the output in cr.
Here, we set the backend as gasm_simulator. Inthe execute () method used
here, apart from providing the quantum circuit and the backend as parameters, we
have also provided a new parameter shots. The shots keyword is used to specify
the number of times we would want the circuit to be repeated. For instance, in the
above code, we have set shots=100. So, the circuit (including the measurement)
will be executed a total of 100 times and the resulting measurement statistic will be
stored in the result object. This operation mimics the fact that someone measures
100 qubits in computational basis.

The default value of shots is set as 1024 when it is not explicitly pro-
vided as a parameter in the execute () method. The QASM simulator simu-
lates the quantum circuit and outputs a result object that contains the measure-
ment outcomes. The measurement results are obtained from the result object using
result () .get_counts (). Note that here, the counts statistic is stored in
measurement. In our case, X gate is being applied on the qubit gr. As the default
state of gr was |0), the state after application of X gate will be |1). Hence, on measur-
ing the qubit gr, we expect to obtain |1) with probability 1. Since we set the number
of shots as 100, it is expected that we will obtain the outcome |1) a 100 times. That
is exactly what we can observe from the output result.

The measurement we performed in the above example was performed in the com-
putational basis. That is the qubit collapses either to |0) or |1) on measurement.
However, if we are interested to know whether the output is |+) or |—), what should
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we do? In that case, we have to measure the state in the Hadamard basis, i.e, in
{|+), |—)} basis. In fact, we can measure the state of a qubit in any arbitrary orthog-
onal basis according to our need using techniques similar to the one discussed below.

Suppose we have astate |¢) = « |0) + B |1). This state can be written in Hadamard

pusis s @+p) ., @—p)
o o —
= —). 1.11
$) NG I+) + NG [—) (1.11)
Now on applying H' on |¢) we get
HY|¢) = M|0>+M|1> (1.12)

V2 V2

where H' is the conjugate transpose of H. Observe that H t maps |+) to |0) and |—)
to |1) but while preserving the amplitudes. If we measure H' |¢) in computational
basis, then it is equivalent to measuring the state |¢) in the Hadamard basis. Such
transformation of bases is universal, i.e, if we have an access to a device that can
measure only in computational basis then by applying a transformation (here, H"),
we can transform the computational basis to the basis of our interest. We will now
employ this technique while implementing a measurement in Hadamard basis in
Qiskit.

The following code applies an X gate on the qubit and measures the qubit in
Hadamard basis.
#Importing the required classes and modules

from giskit import QuantumRegister, ClassicalRegister
from giskit import QuantumCircuit, Aer, execute

#Creating the quantum register, classical register
#and the qgquantum circuit

gr = QuantumRegister (1)

cr = ClassicalRegister (1)
gc = QuantumCircuit (gr,cr)
gc.x(gr)

#Mapping Hadamard basis into computational
#basis by applying H"{dag} = H on dgr.
gc.h(gr)

gc .measure (gr, cr)

#Executing the circuit in the simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend)
counts = gjob.result () .get_counts ()

print (counts)

Listing 1.8 Qiskit code demonstrating measurement in Hadamard basis
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Fig. 1.4 Circuit for a
quantum true random |U>

number generator

Output:
{"17: 489, '0’: 535}

Note that for converting the measurement basis from computational basis to
Hadamard basis, we apply the H gate on gr (line 15). However, we mentioned
that we have to apply H for the same. Here, one should remember that in case of
Hadamard matrix, H = H'. Since we have not mentioned the number of shots, the
number of shots is set to to the default value of 1024. The measurement statistic is
stored in the variable named counts in this code.

From the output, we find that |0) is obtained as the measurement outcome in
489 cases whereas |1) is obtained in 535 cases out of a total of 1024 cases. So,
the probability of getting |0) is 489/1024 = 0.477 and the probability of getting
[1) is 535/1024 = 0.522. Theoretically, the probabilities should be equal, however,
due to the randomness in the measurement we observe the deviation away from %
Remember that here the outcome |0) corresponds to the state |[+) and the outcome
[1) corresponds to the state |—).

Quantum True Random Number Generators (QTRNG)

In this subsection we will discuss a very simple, however very important application
of a single qubit gate—Hadamard gate. We will show how Hadamard gate and
measurement in computational basis provide us true random sequences.

Random number generators are the heart of many fields, specially cryptography.
However, as the classical computers are deterministic, obtaining true randomness
from those is not possible. Most of the applications of random number generators
use the pseudo random number generators whose output ‘appears’ as random, i.e.,
looking at the output bit-stream it is computationally or information theoretically hard
to distinguish that from true random sequence. However, the same seed generates
the same output stream in a deterministic classical computer and hence this is not
actually random.

Interestingly, in a quantum setting, it is possible to obtain a true random number
generator. We now learnt that on applying Hadamard gate on the state |0), we can
obtain the state \/LE(K)) + |1)). The resultant state is such that on measuring it, we

get the outcome |0) with probability % and |1) with probability % In other words, we
obtain an output that is truly random in nature. Remember that this true randomness
is an inherent property of the quantum states.

The quantum true random number generator can be implemented in Qiskit using
the following code:
#Importing the required classes and modules.

from giskit import QuantumRegister, ClassicalRegister
from giskit import QuantumCircuit, Aer, execute
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for i in range (10) :
#Creating quatum register, classical register
#and quantum circuit objects.

g = QuantumRegister (1)
c = ClassicalRegister (1)
gc = QuantumCircuit (g,c)

#Applying the Hadamard gate and measuring the
#resultant state

gc.h(q)

gc .measure (g, c)

#Executing the circuit in a simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend, shots=1)
counts = gjob.result () .get_counts ()

for key in counts.keys () :
print (key)

Listing 1.9 Implementing quantum true random number generator

Output:

PP PRPORPOOROR

Note that here, we use a “for” loop and set the number of shots as 1. This means
that inside each loop the circuit will run only once. The output will be stored in the
classical register c. In the output, we obtained 10 key bits as the “for” loop has been
executed for 10 times. Every execution of this code might produce different outputs.

Until now we have dealt with single qubits, operations on them and their mea-
surements. It is now time to look beyond single qubit systems and get into multiple
qubit systems.

1.4 Multiple Qubits

Even though single qubits are instrumental in understanding the bedrock of quantum
computing, if we want to actually solve problems of considerable scale, we cannot
aim to do that without multiple qubits. A multi-qubit system can be thought of as an
extension to the single qubit system. Let us first take a simple scenario of two qubits.
If we have two classical bits, then all possible states of the two bit system are 00,
01, 10 and 11. In a quantum setting, similar to a single qubit, a two qubit system can
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be in a superposition of all four possible states. In Dirac’s notation, the two qubit
system can be written as

1) = a0 |00) + a1 [01) + a2 [10) + a3 |11) (1.13)

such that Zi lo;|> = 1 where «; € C for i € {0, 1, 2, 3} are the amplitudes. Here,
|ab) is shorthand notation of the tensor product |a) ® |b), i.e, |00) means |0) &® |0),
|01) implies |0) ® |1) and so on. Before we proceed further, let us first understand
what tensor products are. A tensor product is a mapping defined from a pair of vector

ap b1
spaces to a vector space. Vectorially, for two vectors [a) = | : | and |b) = | :© |,

a, b
the tensor product |a) ® |b) is given as the vector

_a1 ) bl_

la) ® |b) =

Notice that the tensor product is non-commutative, i.e, |a) ® |b) is not necessarily
equal to |b) ® |a). Also observe that while the dimensions of |a) is n x 1 and that
of |b) is m x 1, the dimensions of the tensor product |a) ® |b) is (n - m) x 1. Given
two single qubits of the form |c) and |d), the tensor product |c¢) ® |d) provides the
combined state of the two qubits.

More generally, tensor products are defined on matrices. The fact that vectors are
1-dimensional matrices, lead us to the above definition of tensor product on vectors.

Definition 1.4.1: Tensor product of matrices

Given two matrices A = (a;j)mxn and B = (b;),x, Where a;, b € C, the
tensor product of A and B is given as follows:

allB alzB coo al,,B

ayB ayB --- a),B
AR®B= .

amB ayB - - - ay,B pxng

Notice that if the dimensions of a matrix A are m x n and that of a matrix B are
P X g, then the dimensions of the matrix obtained as a result of the tensor product
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between A and B, i.e, A ® B will be mp x nq. Let us try to understand this better

using an example. We will compute the tensor product of the matrices corresponding
to the X gate and the H gate. The tensor product looks as follows:

11 11
ol A
1 1 -1 1 -1 1

R IR IR
1 1

1

01
01-1
10

_—— O O

0
| - | - -10 0

Similar to the tensor product of two vectors, tensor products of matrices are not
necessarily commutative. As for the notations, throughout this book, we will use
A ® B to denote the tensor product of the matrix A with B and the notation A - B or
AB will be used to denote the matrix product of A with B.

A column vector containing the amplitude of |1/) is used as the notation for a state

1Y), e,

oo
o1

) = w | (1.14)
a3

A system composed of two qubits of state, say |¢;) and |¢,), can be written as

V) =1¢1) ® |2) . (1.15)

Similarly, the state of an n-qubit system that constitutes of n single qubits, with states
say |¢1) - - - |¢,), can be written as

V) =1¢1) ® 1¢2) @ -+ ® |n) - (1.16)

Using the individual states of each of the qubits, Eq. 1.16 provides us a way to rep-
resent the complete n qubit system. However, given an arbitrary n qubit quantum
system is it always possible to express that as a tensor product of n single qubit
states? This is not necessarily true. To understand why, we first introduce another
fundamental property of qubits called entanglement.

Quantum Entanglement

Entanglement is another property of qubits that differentiate them from the classical
bits. Consider the following two qubit state
) = 1 (100) + |11)) (1.17)
V2 ' ‘

The state |¢) above cannot be written as a tensor product of two single qubit
states. The state of any one of the two qubits alone cannot be determined in a precise
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manner. In this case, the two qubits are said to be in an entanglement. Extending the
definition to arbitrary number of qubits, if the state of a system of n qubits cannot be
written as a tensor product of two independent states, then the qubits in the system
are said to be in an entanglement with each other.

Definition 1.4.2: Entanglement

A set of qubits whose combined state is |1/) is said to be in a state of entan-
glement if |) cannot be decomposed as |¢) = |¢) ® |§) where |¢) and |&)
are two independent quantum states.

Let us now look at an interesting property of entanglement. Consider the state
defined in (1.17). We can observe that on measuring the first qubit, we would obtain
|0) with probability % and |1) with probability % The same is the situation if we
measure the second qubit first. Now, let us assume that we have measured the first
qubit and obtained |0). Then, on measuring the second qubit, with probability 1
we will observe |0) because of the fact that the measurement on the first qubit has
collapsed the state of the system to |00). Similarly if our measurement outcome
is |1) after measuring the first qubit, then with certainty we would obtain |1) for
second qubit. So from just measuring any one of the qubits, we can learn about the
measurement outcome for the remaining qubit. An important point to note is that the
outcome of the first measurement is probabilistic, i.e, the outcomes |0) or |1) will
occur with equal probability. However, once the measurement has done, the state of
the remaining qubit will be determined exactly.

Some of the most important two-qubit states are the Bell states. Those states are
also familiarly known as EPR pairs (the name EPR comes from the name of the
scientists Einstein, Podolsky and Rosen). The states are given as follows.

|®F) = L(|00>+|11))
V2

1
@) = —(|00) — |11
|7) ﬂ(l ) —111))

W) = L(|01>+|10))
V2

1
V2

Bell states are very widely used in quantum computation. It is the fundamental
component in quantum teleportation and super dense coding which we will discuss
in later sections. It is also used in algorithms in quantum cryptography for secure
communications.

Very similar to the Bell states, there are three qubit entangled state known as the
GHZ states (Greenberger-Horne-Zeilinger states). The states are written as

W) = —=(o1) — [10)).
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1
|GHZ.) = —(]000) £ |111)). (1.18)
+ NG

The GHZ states are extensively used in quantum error correction, which we will not
be able to discuss in this book.

1.5 Multi-Qubit Gates

Consider a system of two qubits. We want to perform a NOT operation on the second
qubit only if the state of the first qubit is |1). To achieve this in a classical setting,
we just perform an xor of the first and the second bits and store it in the second bit.
It is obvious that we cannot perform this operation using single qubit gates because
the single qubit gates can only manipulate a single qubit and is independent of the
other qubits. So, we need a gate that can interact with two qubits at the same time, in
other words, a two qubit gate. To perform the controlled operation mentioned above,
we use a CNOT gate, also called a “Controlled-NOT" gate. The CNOT gate has two
inputs, a ‘control’ qubit and a ‘target’ qubit. If the control qubit is set to |1) then it
flips the target qubit and does nothing otherwise. The matrix representation of the
CNOT gate is given by the following 4 x4 unitary matrix

1000
0100
CNOT := 0001

0010

The action of CNOT on a two qubit state of the form |) = ag |00) + o [01) +
a3 |10) 4+ o3 |11) can be given as

CNOT ) = ap |00) 4+ oty [01) + oo [11) + 3 [10) .

Note that while the amplitudes of the states |00) and |01) remained the same as
that in the state |), the amplitudes of |10) and |11) have interchanged. A useful way
of representing the action of CNOT gate in the ket notation is specifying its action
on the computation basis states of the individual qubits.

CNOT |a) |b) —> |a) |a @ D) .

One can also think of CNOT as a function that acts on two qubits. In that case, CNOT
can be defined as the following function:

CNOT (la), [b)) —> (la) , la & b)).
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CNOT gate is one of the most widely used quantum gates. This is by virtue of
the fact that CNOT gate is the most basic quantum gate that allows for interaction
between two qubits in a quantum circuit. In fact, any quantum gate can be constructed
using the combinations of CNOT gates and the set of all single qubit gates, earning
them the title of universal quantum gates.

Similar to the CNOT gate, which essentially implements X gate on the target qubit
conditioned on the control qubit being |1), we can have other controlled unitary
gates. These controlled unitary gates are implemented such that the unitary gate
is implemented on the target qubit conditioned on the control qubit being |1). For
instance, controlled-Hadamard, denoted Cy, is a two qubit controlled unitary gate
whose matrix representation is given by the matrix

100 0
c 010 O
= 1 1

H 005 &
004 —L
272

An extension of the two qubit CNOT gate is the three qubits Toffoli gate, also
called the CCNOT gate. A CCNOT gate takes three inputs; the first two are the con-
trol qubits whereas the third qubit is the target qubit. The action of CCNOT on its
inputs is such that the target qubit is flipped if and only if both the control qubits are
set to 1. More formally, the action of CCNOT gate on the set of inputs |a) |b) |c) is
expressed as

CCNOT |a) |b) [¢) —> la) D) |c @ (a - D))

where (-) represents the bitwise AND operation. Since, CCNOT gate operates on
three qubits, its corresponding unitary matrix is of dimensions 8 x8 and is as given

below. _ _
10000000

01000000
00100000
00010000
00001000
00000100
00000001
100000010

CCNOT =

The CNOT gates and CCNOT gates are available in Qiskit. The syntax for applying
a CNOT in a quantum circuit gc is illustrated in this example (Listing 1.10).
#CNOT Gate with g0 as control gqubit

#and g2 as the target qubit
gc.cx (g0, g2)

Listing 1.10 Qiskit code for implementing CNOT gate
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Here, g0 is the control qubit and g2 is the target qubit. Similarly the syntax for
implementation of CCNOT in gc is illustrated in Listing 1.11 where g0 and g1 are
the control qubits and g2 is the target qubit. Note that, here, g0, g1 or g2 are the
variables that contain the QuantumRegister instance.

#CCNOT Gate with g0 and gl as control gubits
#and g2 as the target qubit
gc.ccx (g0, gl, g2)

Listing 1.11 Qiskit code for implementing Toffoli gate

We will now see some interesting applications of these multi-qubit gates, specif-
ically the two-qubit CNOT gate. One wonderful application of CNOT gate is as a
quantum cloning machine for states in computational basis. Generally, in quantum
domain cloning an unknown, arbitrary state is not possible.

No Cloning Theorem

We earlier saw that measuring a qubit of the form |{) = « |0) 4+ S |1) collapses the
qubit to either |0) or |1). Once the qubit collapses, the information about « and 8 are
lost forever. If we are provided with a qubit of the form |y) where the amplitudes
are unknown, is it possible to obtain « and 8? If we are given a lot of qubits, all in
the same state i), then we can measure each qubit and get an estimate of @ and 8.
But what if we are provided with just a single qubit in the state |)? We could apply
the same strategy if we know how to make multiple copies of |}, also known as
cloning. So, we need a circuit that takes the state |¢) and an ancilla as inputs and
outputs two copies of |1). Ancilla, short for ancillary qubits, are additional qubits
initialized to some fixed state, usually |0); they play the role of variables used in
programs for storing the output values or intermediate values.

Let us explore the possibility of existence of such a circuit. For states in the
computational basis, CNOT serves the purpose. When the CNOT gate is provided
with |0) |0) as input, we get

CNOT |0) |0) — |0) |0) .
Similarly, if we provide |1) |0) as input, we get

CNOT [1) 10) — 1) |1).
So, the CNOT looks like a plausible candidate for the copying circuit. However, is
it true for all the single qubit state? That is, given any single qubit and an ancilla in
state |0), will CNOT copy the state on the ancilla? Let’s test it out.

Suppose the single qubit state is denoted |i). We observe the following:

CNOT («[0) + B [1))|0) — «|0) |0) 4+ B 1) [1)
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We end up in an entanglement! What we wanted was the state

V) ® [¥) = («|0) + B 1)) ® (2 [0) + B 1))

which can be easily verified to be different from the state we obtain. So, CNOT
gate cannot be the copying circuit for arbitrary qubits. In fact, we cannot have any
circuit that makes copies of an arbitrary state without fail. This property of “the
non-existence of a copying circuit" is called the no-cloning theorem. The formal
statement of the no-cloning theorem is given in Theorem 1.1.

Theorem 1.1 There does not exist any unitary U such that given any unknown
arbitrary input state |\r) and a fixed state, U performs the following operation.

Uy — ) 1¥)

Proof Let ) and |¢) be two arbitrary, distinct states and let us assume that there
exists a universal U that acts as

Ul i) — W iv),  Ulg) ) — 18) 1) .

Then using the bra-ket notation and the fact that unitary operations preserve the inner
product of the state, we have

(v UTU 18) 1) = (W] (W] 1) |¢)
(W) Gl j) = (W] ¢) (¥ ¢) (.-U'U =1 since U is unitary)
Wl @) = (Y| ¢)* (|j) is normalized)

Now, this is possible only if either | (| ¢) | =1 (i.e., |¢) = e/ |¢) for some 6) or
[ (Y| ¢)| =0 (.e., [) and |¢) are orthogonal), but not for any arbitrary state |1).
This proves the theorem.

Creating an Entanglement

During the search for a copying circuit, we ended up with an entangled state when we
used a CNOT on the state (« |0) + B |1)) |0). Now, we modify our circuit a bit. Instead
of only a CNOT gate, we insert another unitary gate, denoted U, that transforms |0)
to o |0) + B |1) (we assume that & and g are non-zero). Then, the following circuit
(Fig. 1.5) provides us a two qubit entangled state of the form « |00) + § |11) where
a #0 and B # 0. So, from two un-entangled |0) states, we are able to create a
two-qubit entangled state.
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Fig. 1.5 Circuit for 0) Ul—e—
entanglement .

The evolution of the state is given below.

10110) <= (@10} + B11) ) 10) <> (010} + BI1) 1)

If U is a Hadamard gate, then what will happen? We will get one of the Bell states:
|¢+) = \/Li (100) + |11)). The Qiskit code for creating the Bell state |qb+) is as follows.

#Importing the classes and modules
from giskit import *

#Creating quantum register and gquantum circuit objects

d = QuantumRegister (2)
c = ClassicalRegister (2)
gc = QuantumCircuit (g, c)

#Applying the entangling operations
gc.h(ql0])

gc.cx(qgl0],ql11)

gc .measure (g, c)

#Executing the circuit in the simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend)
counts = gjob.result () .get_counts ()

print (counts)

Listing 1.12 Creating an entanglement

Output:
{/117: 497, 00’': 527}

Note that, in line 2, we use the command “from giskit import *”.This
implies that all the necessary objects that are embedded in Qiskit will be imported.
Here, we can see that we are considering a quantum register with two qubits and a clas-
sical register with two bits using the initializations ¢ = QuantumRegister (2)
and ¢ = ClassicalRegister(2). This is because we are now dealing with
two qubits. The two qubits are placed in an array. First qubit is denoted by g[0]
whereas the second qubit is denoted by g[1]. As for the creation of the entangle-
ment, in the quantum circuit gc, the Hadamard gate (h) is applied on g[0] (line
10) followed by CNOT with g[0] as the control and g[1] as the target qubits,
respectively(line 11). The evolution of the states take place as follows.

L
V2

CNOTy, 1
% —

V2

0)10) =5 —= (10} +11) ) 10) (10110) + 1) 1) ).
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On executing the code, we see from the output that a measurement results either in

2
. . aqs 1 _ 1
|00) or in |11), both with equal probability of (ﬁ) =75

A three qubit GHZ state of the form \/%(IOOO) 4+ |111)) can be easily obtained
using a similar construction. We leave it as an exercise to the reader to construct a
circuit for the same.

1.6 Multi-Qubit Measurement

In Sect. 1.3, we saw that single qubit measurements are essentially operators but not
necessarily unitary. In this section we extend the concept of measurement to more
than one qubits. One of the postulates of quantum mechanics describes measurement
by aset of operators {M;}. These operators are called the measurement operators with
measurement outcomes i. In terms of vector algebra, a measurement operator M; can
be thought of as a matrix. For a system in state |y/), the probability of obtaining the
outcome i is given by the relation

Pr(i) = (Y| M M; |y) (1.19)
and on obtaining an outcome i, the state of the system collapses to

M; |¢r) _
VWM M y)

Observe that the post measurement state is normalized. Let us have a two qubit
system of the form |y) = %(IOO) 4+ |01) 4+ |10) + |11)). It is obvious that |y) can
also be written as |{) = \%(IO) + 1) ® %(|0) 4+ |1)). Now, define a measurement
using the operators [00) (00|, |01) (011, |10) (10| and |11) (11| associated with the
measurement outcomes 00, 01, 10 and 11 respectively. Let the set containing only
these operators be Cy;. This measurement is actually the measurement in the com-
putational basis. Now, the probability of obtaining the outcome 00 upon measuring
using Cy is given as

') = (1.20)

Pr(00) = (¥ (100) (001)"(|00) {00]) [¥) . (1.21)
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Definition 1.6.1: Measurement

Measurement is the process of observing the state of a qubit to extract infor-
mation about the qubit. Mathematically, a measurement is described by a set
of measurement operators {M;} and each M; is associated with an outcome
i. For a system in the state |) just before measurement, the probability of
obtaining the outcome i on measuring |v) is given by

Pr(i) = (Y| MM, |¥)
and upon measurement the state |1) collapses to

M; |yr)

W)=
(I MM |§)

when the outcome i is obtained.

Before we proceed further to compute the probability using the expression 1.21,
let us first clear certain grounds. In algebra, (a| is the dual of |a). They are related as
{al = (la)T, i.e, (a| is the conjugate transpose of |a). We saw in the previous section
that a ket |a) can be represented equivalently as a column vector. Naturally, a bra
(a| can be represented as a row vector since it is a conjugate transpose of a column
vector. The inner product of two kets |a) and |b) is defined as

(al b) = (la) (b))

In terms of vectors, an inner product of two kets can be perceived as the dot product
of the vectors corresponding to the kets. An interesting and useful property of inner
product is that the inner product between two vectors |a) and |b) is O if they are
orthogonal and 1 if they are the identical. An outer product of |a) with |b) is given
as |a) (b|. In terms of vectors, an outer product can be perceived as the product of a
column vector with a row vector, yielding a matrix. We can see that that the outer
product |a) (b| is the same as (|b) (a|).

Now, going back to the probability of obtaining the outcome 00 on measurement,
we had

Pr(00) = (] (100) (00)"(100) (00]) [¥/) .

Observe that the product (]00) (00]) |) can be evaluated as
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1
(100) (00[) [y) = 00) (00| [§(|00> +101) + [10) + |11>)}

= % |00) ((OOI 00) 4 (00| 01) 4 (00| 10) + (00| 11))
1

= —00).
5 100)

Note that (1| (]00) oopt = <(|00) (00)) ) )T. Hence we have

1 1 1 1
Pr(00) = (< (00)(< 100)) = — (00| 00) = —.
r(00) = (5 (00)(5 100}) = 7 (00 00) = -
The probabilities of obtaining the other measurements can be obtained in a similar
manner. In a scenario where we measure just the first qubit of the state |y), the
probability of obtaining the outcome 0 can be computed as % The post measurement
state of the system on measuring the first qubit as 0 can be given using Eq. 1.20 as

L
V2

An important property in measurement is that the set of measurement operators
satisfy the following relation

[¥o) = —=(100) + |01)).

Z MM =1. (1.22)

This relation is known as the completeness relation. A closer look makes the com-
pleteness relation evident because of the fact that sum of probabilities over all possible
outcomes has to be 1.

A special case of the general measurements described above are the projective
measurements. A projective measurement is defined by a set of operators {P; =
MiTM,-} that satisfy two conditions; the completeness relation, i.e, Zi P;=1 and
that the operators are orthogonal, i.e, P;Py = P; only when i = i’.

The measurement defined by the set of operators

Cm = {100) (00[, [01) (O], [10) (10[, [11) (11}

is an example of the projective measurement.

In the next three sections, we will introduce a few interesting applications that
use entanglement as the weapon of its choice to demonstrate and achieve something
that is otherwise inconceivable in the classical setting.
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1.7 Quantum Teleportation

Imagine the following scenario. Alice and Bob are friends. Alice has a secret quantum
state [Y) = « |0) 4+ B |1) that she wants to send to Bob. Unfortunately, she has access
only to a classical channel and not a quantum channel. Will she be able to send the
state to Bob? Well, she cannot. But, she then remembers that a long time ago when
Alice and Bob met up together, they made an entangled pair and as a souvenir, Alice
took one of the entangled qubits and gave Bob the other qubit. Will this be of any
use to her in sending the quantum state to Bob? Well, quantum teleportation comes
to her rescue.

The idea of quantum teleportation was first proposed by Bennett et al. They
described a method that would completely de-construct a quantum state and then
reconstruct the same state using just the classical information and the non-classical
correlations in the EPR pairs. The quantum teleportation protocol is executed using
the circuit in Fig. 1.6.

In Fig. 1.6, the subscripts 0 and 1 with Alice indicate that Alice possesses two
particles; labeled as particle 0 and particle 1. Alice essentially brings together the
state |Y) = « |0) + B |1) (particle 0) and the entangled particle she has (particle 1)
and measures them in the Bell basis. Bell basis is the basis for two qubits systems
that contains the four Bell states. She then transmits the two bit output, say byby, to
Bob through the classical channel. Once Bob receives the two bits output, he applies
an X gate on his qubit that was entangled to the Alice’s qubit if b; is 1 and then
applies Z gate if by is 1.

To understand why quantum teleportation works, let us first chart out the evolution
of the system with the application of the gates. We will use the subscript 0,1 and 2
to mark the qubits. At the very first beginning, when Alice and Bob were together,
they had applied the following unitaries on qubits 1 and 2 to create the entanglement.
Then Bob went with qubit 2 and Alice stayed back with qubit 1.

Fig. 1.6 Circuit for quantum Aliceg

)
teleportation

Alicey [0) ﬂ .

Bobg |0}
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Table 1.1 The possible
scenarios of the qubits of
Alice and Bob once Alice
measures her qubits in the
computational basis

1 Introduction

State Alice observes

State of Bob’s qubit

100) al0) + B 1)
|01) B10) + L)
[10) al0) — B 1)
[11) B10) —a|l)

(e 1000)¢12 + a [011) 915 + B 1100)g12 + B [111)¢;2) -

Wmmwb@ﬂﬁi?wwm+mmm
DoeCNOT % 1¥)0 (10)10) + (1) [1)12
=%mmmmmm+mm
v

This part is for preparing the entanglement. At some later point in time, Alice per-
forms the following operations to teleport the intended state |y).

CNOTy,1 Q1

—=(@0)g [00) 15+ [0)g [11)12 + B [1)9 [10)15 + B [1)0 [01)12)

\/_

Ho®11 QL [

)+ 1100 100) 12 + a(|0) 4 [1))o [11)12 +

BI0) = 110110} 15 + B(I0) — 1)) 01}, ]
1
= 5[ 100)01 (@10) +B11)), 10001 (810) +a 1))+

10)g; (2 10) = B11)), + 111)or (B10) = [1), ]

The possible scenarios of the qubits with Alice and Bob after Alice measures the
qubits with her in the computational basis are depicted in Table 1.1.

So, when Alice measures the first two qubits, Bob’s qubit collapses to one of the
four possible superpositions. In each case, on applying the conditional X gate and
conditional Z gate on Bob’s qubit, we can easily observe that the state of the Bob’s

qubit changes to |) which Alice intended to send Bob.

Let us now look at the Qiskit implementation of the quantum teleportation algo-
rithm. Consider the following code.

#Importing the classes and modules

from giskit import *

#Creating quantum register,

classical register
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#and quantum circuit.

g = QuantumRegister (3)

ca = ClassicalRegister (2)

cb = ClassicalRegister (1)

gc = QuantumCircuit (g,ca,cb)

#Creating entanglement between the qubits gl[l] and g
[27].

gc.h(gll])

gc.cx(glll,qgfl2])

#Creating a dummy state in qubit g[0] that is to be
#teleported.
gc.h(qgl0])

#CNOT and H gates applied by Alice followed by
#measurement.

gc.cx(gl0],qfl1])

gc.h(gl0])

gc .measure (g[0] ,cal[0])

gc .measure (g[l],call])

gc .barrier ()

#Controlled on the output received by Bob,
#he performs X gate and Z gate.

gc.x(qgl2]) .c_if(calll,1)
gc.z(qgl2]).c_if(cal0],1)

#Performing a check if the state obtained is the
#one intended to be teleported.

gc.h(agl2])

gc .measure (g[2],cb[0])

#Executing the circuit in the simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend)
counts = gjob.result () .get_counts ()

print (counts)

Listing 1.13 Qiskit code to demonstrate quantum teleportation

OQutput:
{0 11": 249, '0 01’': 277, '0 10’: 244, '0 00’: 254}
Note that teleportation is a non-local phenomenon. Implementation of teleporta-
tion is useful if we have two parties at two different places and one of the parties
intend to send a quantum state to the other. However, the above code will run in a
single processor and is just a simulation of teleportation in a quantum computational
environment.
In the code, we consider a quantum register with three qubits (q), a classical
register (ca) with two bits for Alice and a classical register (cb) with one bit for Bob.
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Line 12 and 13 implement the generation of entanglement between the qubits g[1]
and g[2] in the circuit gc. In line 16, Hadamard gate is applied on g[0] to evolve
the state to JLE(|O) +|1)). Here, g[0] is |) which Alice aims to teleport. Note
that this is just an example state to be teleported. To teleport an arbitrary state, we
could create any arbitrary state of our choice with a U; gate discussed earlier. In
lines 19 and 20 we have the code for Alice’s operations on the qubit 0 and 1. First,
she applies CNOT in the circuit, gc, with g[0] as control and g[1] as target
followed by Hadamard (h) operation on g[1]. Code in lines 21 and 22 performs
measurement of Alice’s qubits. The measurement result on measuring g [ 0] is stored
in ca[0] and the measurement result on measuring g[1] is storedin ca[1]. The
command gc.barrier () separates between the operations of Alice and that of
Bob as we are simulating the operations together in a single processor but which are
supposed to be happening in different places. Next, Bob’s operations are performed
in lines 29 and 30. The syntax gqc .x (g[2]1) .c_if(cal[l],1) implies that Bob
will apply X gate on g[2], if ca[1] = 1. Similarly, he will apply Zon gq[2] if
cal0] =1.

To check the correctness of the obtained state, we perform the inverse of the oper-
ations that were applied on |0) to create the state that was supposed to be teleported.
In our case the teleported state is H |0) = |+). Hence, we apply H' (line 34). If the
teleported state is indeed |v), then the state would be H' |+) = H |+) = |0) and
we would always obtain |0) on measuring the final state. In line 35, measurement is
performed on g [2] and the measurement result is stored in cb [ 0]. We execute the
program in ‘gasm_simulator’ and use the default number of shots, i.e, 1024
shots.

In the output, the first bit contains the measurement of the qubit g[21, i.e.,
cb[0] and the next two bits contain the measurement outcomes of the qubits ¢ [0 ]
and g[1],1ie, cal0] and ca[1l] respectively in the ordering (ca[l] cal[0]).
From the output we can observe that as expected we have obtained |0) as the measure-
ment output in all the samples indicating that the correct state has been teleported.

Quantum teleportation is an excellent tool that exhibits the power of quantum
entanglement. It is an important resource for quantum communication. It also illus-
trates how information can be transferred from one place to another with just a
classical channel and a pre-shared entangled pair.

1.8 Superdense Coding

Superdense coding is a quantum technique that uses quantum entanglement to achieve
atransmission of two bits of information by sending just a single qubit. This technique
was first introduced by Bennett and Wiesner. Suppose Alice wants to send two bits
of classical information to Bob. But she is restricted to sending only a single bit or
a single qubit. Obviously sending just a single bit is not a solution to the problem.
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Fig. 1.7 Quantum circuit for by b
superdense coding At a later Qubit sent to
time Bob
|0) —H b—i 2 HHA~
10) =
1 1 1 1 1 1
State Controlled Operations
preparation operations by Bob
by Alice

But if she has an entangled pair shared with Bob, she can use super-dense coding to
achieve the goal.

The protocol is as follows. Let the two bits of message she aims to send Bob be
b1b,. If by is 1, Alice applies an X gate to her qubit of the entangled pair and then
if b, is 1, she applies a Z gate to her qubit. The evolution of the states of the two
qubits due to these operations is given below and the corresponding quantum circuit
is illustrated in Fig. 1.7.

e 1 -
7(|00>+|11>> 2 =010+ [Br) 1)

el %2 (0% 0y 10+ 1% [5.) 1)

Here b_] implies the complement of the bit b;.

Once these operations are performed, Alice sends her qubit to Bob. Bob on receiv-
ing Alice’s qubit applies CNOT on his qubit controlled on the received qubit and
then applies a H gate on the received qubit. These operations evolve the system as

(D ) 10) 4 (1 b)) < (=1 1by) +

1
7 = Al

=D [B1) ] 1)
ZE 1by) Iby) -

Hence, on measuring the qubits, Bob obtains the message bits b;b;.

As an example, consider a scenario where Alice wishes to send the message
b1by = 11 to Bob. She has the entangled pair |¢) = f(|00> + |11)) shared with
Bob. To send the message, she first performs an X gate on her qubit since b; = 1. So
the state of the entangled pair transforms as

—=(100) + [11)) = —(|10) +101).

f V2
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Alice then applies a Z gate on her qubit since b, = 1. Then, the resulting transfor-
mation would be

1 zol 1
—(]10 01 —
ﬁ(| ) +101)) — NG

She then sends her qubit to Bob. Bob then applies CNOT and H evolving the state as

(—110) + |01) .

Loy on &% Ly 1o
V2 V2
|
— 10y — 1) [1) = [=) |1
ﬁ(|) 1)) 1) = [=) [1)
22 .

Bob on measuring the final state obtains the outcome 11 with probability 1.

We have seen the math behind the super-dense coding, let us now simulate it in
Qiskit. Remember that just like teleportation, for a useful implementation of super
dense coding, we need two parties at two different places with the ability to send
and receive qubits. The following code simulates the super-dense coding where the
message bits ‘11’ are being transmitted.

#Importing the classes and modules
from giskit import *

#Creating quantum register, classical register
#and guantum circuit.

ad = QuantumRegister (2)
c = ClassicalRegister (2)
gc = QuantumCircuit (g, c)

#Creating entanglement between the gqubits gl[0] and g
[1]

gc.h(gl0])

gc.cx(gl0],ql1])

#Alice applying the controlled operations on gl[O0]
gc.x(0)
gc.z (0)

#Bob applying the CNOT and H operations
gc.cx(gl0]l,qgll])
gc.h(qgl0])

> #Measuring the qubits to obtain the message

gc .measure (g[0],c[11])
gc .measure (g[1],c([01])

#Executing the circuit in the simulator
backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend)
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counts = gjob.result () .get_counts ()
print (counts)

Listing 1.14 Qiskit code for superdense coding

Output:
{117: 1024}

In the code, we consider one quantum register g of two qubits and one classical
register ¢ of two bits. g[0] and g[1] represent the qubits in the entangled pair
and are each with Alice and Bob, respectively. In line 11 and 12, we create an
entanglement between the qubit g[0] of Alice and the qubit g[1] of Bob. Since
the message to be transmitted was ‘11°, both the X gate and the Z gate were applied
on qubit g[0] by Alice. Observe that in line 15 and 16, unlike earlier code, we
write gc.x(0) and gc.z (0) instead of gc.x(g[0]) and gc.z (g[0]). A
point to note is that both the syntaxes performs the same task and can be used
interchangeably. Line 19 and 20 describe Bob’s operations on the qubits g[0] and
q[1]. Measurement results are stored in the bits c[0] and ¢ [1]. On measuring
the final state, we can observe from the output that we obtain 11 with probability 1.

Despite the fact that two qubits are involved, the sender essentially interacts using
just a single qubit to convey two bits of classical information. Superdense coding is
a neat example that illustrates the power of quantum information processing.

1.9 CHSH Game

In this section, we demonstrate the power of quantum entanglement with a game. In
this game there are three parties; Alice, Bob and Charlie. Alice and Bob are players
whereas Charlie serves as a referee. The rules of the game are as follows. In each
round of the game, Charlie chooses two bits x and y uniformly and independently at
random and then gives x to Alice and y to Bob. After getting the inputs, Alice and
Bob are not allowed to communicate amongst themselves. On receipt of the input
bits, Alice sends an output bit a to Charlie and Bob sends an output bit b to Charlie.
Alice and Bob win the game if they can ensure that:

xX-y=a®b.

Here, @ means addition modulo 2. In a classical setting, the best Alice and Bob
candois tooutputa = 0 and b = 0 (or a = 1, b = 1) no matter what the input bits
x and y are. Since x - y is O for three out of the four possible combinations, Alice
and Bob will win the game with a probability 0.75. Can they do better than this?
Unfortunately, in a classical setting this is the optimal strategy. However, quantum
entanglement keeps their hopes high. If they can share a pair of entangled qubits
before the game starts, they can win the game with a better success probability. The
quantum strategy they would follow is explained next.
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Alice and Bob will share a maximally entangled state, i.e, the Bell state of the
form \/L§(|O> [0) + |1) |1)). If Alice receives x = 0, she will measure her qubit and
if x = 1, she applies a U3(%, 0, ) rotation to her qubit and then measure it. Note
that the measurements are performed in the computational basis. If she obtains |0)
on measurement, she will output @ = 0 and 1 otherwise. Alice then sends the output
bit a to Charlie.

On the other side, if Bob receives y = 0, he applies a Us (_Tf’, 0, 0) rotation to his
qubit and if he receives y = 1, he applies a U3 (%, 0, 0) rotation to his qubit. He then
measures the qubit in the computational basis and will output » = 0 if he gets |0) as
the measurement outcome and 1 otherwise. Bob then sends the output to Charlie.

Let us now analyze the winning probability of this strategy. We have four possible
cases of inputs and the corresponding actions of Alice and Bob. Note that Alice and
Bob win the game if they output ab € {00, 11} when the input is xy € {00, 01, 10}
and if they output ab € {01, 10} when the input is xy = 11. Now, we analyze each
of the four cases.

Case(i): xy = 00. In this case Alice just measures her qubit and Bob applies
U3(_T”, 0, 0) to his qubit and measures. The evolution of the states of their qubits
will be as follows.

L 00y + 11y 2B, —[|o (c0s % [0) — sin % |1)
V2 V2

1) (sing 0) +cos |1>)]

1
S P

From the final state, we can see that the probability of winning is

1 LT b4
cos — |00) — sm§|01)+sm§|10)+cos§|11)].

. 1 ) T )T L
Pr(win) = Pr(|00)) + Pr(|11)) = E[cos 5 +cos §] = cos? = ~ 0.854.

Case (ii): xy = 01. Alice and Bob will win the game in this case if they again output
00 or 11. Similar to case(i), Alice just measures but Bob now applies U3(%, 0,0)
to his qubit and measures. To obtain the probability of win, let use first look at the
evolution of the system which is as follows.

1 I®U3(%,0,0)
—([00) +[11)) ——*

v RS bt E[|o> (cos%|0)+sin%|1))

1) (= sin 3 10) + cos = 1)

! [ 100) + sin = [01) — sin = |10) + ”|11>]

= ——| COS — Sin — — Sin — COS — .
2L 8 8 8

Hence, the probability of winning in this case is
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1 14 b4 b/

Pr(win) = Pr(100) + Pr(|11)) = 5 cos” T +cos? = | = cos? = ~ 0.854.
Case (iii): xy = 10. Note that, in this case, x = 1. So, Alice applies a U3 (%, 0, ) gate
to her qubit and Bob applies a Us(—7, 0, 0) gate to his qubit before measurement.
This evolves the states of their qubits as

1 Us(%.0.m)@Us(5£.0,0) 1
5000 1)) === 50+ 1) eos G 10) = sin 1)

. b4
+(10) = 1)) (sin 2 10) +cos 2 [1))]
— [(cos T +sin ) 100) + (~sin = +cos ) fou)
—2 COSS+Sln8 +—Sln8+COSS

+ (cos T — sin T [10) + (= sin T — cos ) 1) |

cos — — sin — —sin — — cos — .
8 8 8 8

This gives us the probability of winning as

. 1 T A . T\2
Pr(win) = 4_1[ (cos 3 + sin §) + (— sin i cos §> ]

= %(cos% + sin %)2 = %(1 + sin %) ~ (0.854.

Case (iv): xy = 11. In this case Alice applies the U3(Z, 0, ) gate to her qubit and
Bob applies Us (%, 0, 0) to his qubit and they measure. The evolution of their states
look like the following.

T (100) + 11y LEETEEE0 20 111y cos T 10) + sin 1))
e —_—> = COS — sin —
V2 2 8 8

. T T
+ (10) = 1))(= sin % 0) +cos 1)
[cos T~ sin 7100) + (sin & + cos Ty 01)
= —[(COS — — SIn — Sin — COS —
2 8 8 8 8
+(cos£+sinz)|10)+(sinz—cosz)|1l)]
8 8 8 8 '

Remember that to win the game in this case, Alice and Bob need to output ab = 01
or ab = 10. Hence, the probability of winning is obtained as

1 T T\2 T T\?2
Pr(win) = 4_1[ (sin — 4+ cos —) + (cos — 4+ sin —) ]

8 8 g "3
—1< 2 4 ”)2—1(1+' %) ~ 0854
—2 COS8 SlI’l8 —2 Sln4 ~ L. .

Observed that in all the cases, the probability of winning is & 0.854 which is much
greater than that of the classical strategies. This is a strong result that highlights the
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power of quantum entanglement. This result also conveys that the correlation between
qubits achievable from quantum entanglement is not possible in a classical setting.
Next, let us simulate the CHSH game in Qiskit and check if practical results
coincide with the theoretical expectations. Here, we would like to emphasize the
word “simulation” as the CHSH game is non-local and three spatially separated
parties are required in reality which is not possible in Qiskit. The Qiskit code for
CHSH game is given below. In the code one may find the use of the barrier ()
command multiple times. This command is used to distinguish the actions of three
different parties; Alice, Bob and Charlie.
#Importing the classes and modules

from giskit import *
from math import pi

#Creating quantum register, classical register
#and quantum circuit

gin = QuantumRegister (2)

gout = QuantumRegister (2)

cin = ClassicalRegister (2)

cout = ClassicalRegister (2)

gc = QuantumCircuit (gin, gout,cin, cout)

#Pre-game preparation of entanglement
#between qubits gout[0] and gout[1l]
gc.h(gout [0])

gc.cx (gout [0],gout [11])

gc .barrier ()

#Charlie obtains x,y uniformly and independently at
#random

gc.h([gin[0],gin[1]1])

gc .measure (gin[0] ,cin[1]) #This is x

gc .measure (gin[l],cin[0]) #This is vy

gc .barrier ()

#Depending on the state of x Alice performs her
#operation.

gc.cu3 (pi/2,0,pi,gin[0], gout[0])

gc .measure (gout [0], cout [1])

#Depending on the state of y Bob performs his
#operations.

#We put X-gate because we want the below gate to be
#applied only if gin=0. So we use X(gin) as control.
gc.x(gin[1])

gc.cu3 (-pi/4,0,0,gin[l],gout[1])

gc.x(gin[1])

gc.cu3(pi/4,0,0,qgin[l],gout[1])

gc .measure (gout [1], cout [0])

#Creating and running the job in the machine.
backend = Aer.get_backend ("gasm_simulator")
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gjob = execute (gc, backend=backend, shots=1024)
result = gjob.result ()
stats = result.get_counts ()

#Measure the winning percentage

won = 0
lost = 0
for dat in stats:
if (int(dat[3]) *int (dat[4]))==((int (dat[0])+int (
dat[1]))%2): # Check if the condition is satisfied.
won += stats[dat]
else:
lost += stats[dat]
print ("The number of games won : ", won)
print ("The number of games lost : ", lost)

Listing 1.15 Qiskit code for CHSH game

Output:
The number of games won: 880
The number of games lost: 144

In the code above, we used two quantum registers named gin and gout. Each
consists of two qubits. The two qubits in gin will be accessed by Charlie and
the two qubits at gout will be accessed by Alice and Bob, one qubit each. The
quantum registers gin and gout are associated with the classical registers cin and
cout respectively. The code written in the lines 15 and 16 is for generation of an
entanglement between the qubit with Alice and that with Bob. Alice gets to access
gout [0] and Bob gets to access gout [1].

Recall that Charlie obtains x, y uniformly and independently at random. We use
Hadamard gateson gin[0] and gin[1] and measure these two qubits to simulate
this behaviour (line 21, 22 and 23). To understand this operation we refer the reader
to Sect. 1.3. The measurement result for gin[0] is stored in cin[1], which will
be used as x and the measurement result for gin[1] is stored in cin[0] which
will be used as y.

Lines 28 and 29 describe the actions of Alice. In the code, a controlled-
Us(m /2,0, ) gate is applied on gin[0] and gout [0] with gin[0] as control
and gout [0] as target. However, in reality as gin [0] would be with Charlie,
gout [0] with Alice and they are spatially separated, the controlled gate simu-
lates the behaviour that Alice conditionally applies the U3(—m/2, 0, ) gate to her
qubit depending on the value of the bit she receives from Charlie. If gin[0]=1,
Us(m/2, 0, ) will be in action. The measurement result for gout [ 0] will be stored
at cout [1] which will be used as a.

Code in lines 35 to 39 perform the action of Bob’s operations in a similar manner.
Bob applies Us(—n/4,0,0) on gout[1l] if gin[1]1=0 and U;(7/4,0,0) on
gout[1l] if gin[1]1= 1. In general , a controlled gate will be in action when its
controlled bit is 1. Here, for the first case, the condition is reversed, i.e, we need to
perform the operation if the controlled bit is 0. To perform the same, we use an X gate
on the controlled qubit gin [1] sothatwhengin[1] is 0, X gate flips the value and
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Us(—m /4,0, 0) will be in action. This is followed by another X gate that turns back
gin[1] toits original state. Note that the state of gin[1] remains the same when
applying the cu3 (w /4,0, 0) gate at line 38 and hence U3(xr /4, 0, 0) gets applied
on gout [1] if and only if gin[1] is 1. The measurement result for gout [1]
is stored in cout [0]. Here, the counts are stored in stats. The variable won
and lost are initialized at 0. Line 51 checks whether the condition x -y =a ® b
is satisfied. If the condition is satisfied, won is increased by 1, if not then lost is
increased by 1. In our experiments, the game has been won 880 times out 1024. this

provides a rough estimate of the winning probability of the game as ]80% ~ (.859.

Further Reading

The history of quantum computing is difficult to trace since it started as an appli-
cation of quantum mechanics which itself has a remarkable and fascinating journey
even since it was proposed. A quantum computer that can be programmed in the
modern sense of the word was first proposed by David Deutsch [4]. He laid down the
specifications and operational principles of a general purpose quantum computer, the
so-called “quantum universal Turing machine”. The architecture that he followed is
functionally similar to what is currently known as the “gate model” of quantum com-
puters. Most early initiatives to develop hardware for quantum computing focused
on the “gate model” in which the operations are programmed at a low-level using a
set of unitary gates. The IBM Quantum platform also follows the same architecture
and all the sample programs given in this book are also written in the same.

For a thorough understanding of quantum computing one may consult the book
“Quantum Computation and Quantum Information” by Nielsen and Chuang [8].
The no-cloning theorem is one of the early limitations programmers may face since
it does not allow them to create (temporary) copies of variables holding arbitrary
quantum states, something that is done routinely in programs written for classical
computers. This theorem was first stated and then proved by Wootters, Zurek and
Dieks in 1982 [5, 9]; a simplified proof can be found in the book mentioned above
by Nielsen and Chuang [8].

Quantum teleportation is one of the earliest fascinating results on quantum com-
puting. It was proposed by Bennett et al. [1]. Bennett and Wiesner also proposed
superdense coding protocol [2]. The idea of CHSH game follows from the seminal
work of Clauser et al [3]. The optimality of 0.75 as the maximum winning probability
using classical strategies was proved by Cirel’son et al. in [10].
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Chapter 2 ®)
Deutsch-Jozsa and Walsh Spectrum e

Abstract In this chapter we study the well known Deutsch-Jozsa algorithm and
relate it with the Walsh spectrum of a Boolean function. We first introduce the
basics of Boolean functions and then proceed with the quantum algorithms that deal
with them. Different scenarios are presented to show how the Walsh spectrum of a
Boolean function evolves during the execution of the Deutsch-Jozsa and other related
algorithms. Necessary implementations in the Qiskit SDK are also presented.

Keywords Boolean functions - Bernstein-Vazirani algorithm - Deutsch and
Deutsch-Jozsa algorithms + Walsh transform

2.1 Boolean Functions

Boolean functions are the fundamental elements of many fields like cryptography,
coding theory and learning theory.

Definition 2.1.1: Boolean Function

An n-bit input, m-bit output Boolean function is a mapping f : {0, 1}" —
{0, 1}™.

For the sake of simplicity, a Boolean function with an m-bit output can be perceived
as m different Boolean functions of the form f; : {0, 1} — {0, 1}. Hence, from
here on, we will mostly concentrate on the n-bit input, 1-bit output Boolean functions
unless explicitly mentioned. A Boolean function can be represented in various forms.
The truth table of a Boolean function is a table containing all possible combinations
of the input values and their corresponding outputs. For instance, the truth table of
the two bit AN D function is given in Fig.2.1.

The list consisting of all the 2" outputs of an n-bit Boolean function f, given as
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Fig. 2.1 Various

representations of AND X fix)
function
00 0
01 0 (X)) =x1"X2=X1 A X2
10 0
11 1

f=[ro:0si=2 -1,

is called the truth-table representation of the function f, where i denotes the decimal
representation of the input string and f (i) denotes the corresponding output of the
Boolean function f. Itis to be noted that the f (i) values in the list is arranged as per
the numeric order of the inputs i. For the 2-bit AN D function, the complete truth table
representation is given as f = [ £(00), f(01), f£(10), f(11)] = [0, 0, O, 1]. Another
form of representation of a Boolean function is the Algebraic Normal Form (ANF).

Definition 2.1.2: Algebraic Normal Form

Any n-variate Boolean function can be considered an n-variate polynomial
over the finite field G F (2). More formally, this polynomial can be written as

w @ ax @ am @ e,

1<i<n I<i<j<n

where a;, a;j, - - - , ajs.., are the coefficients that are either 0 or 1. Here, ®
means addition modulo 2. The number of variables present in the highest
order product-term with non-zero coefficients, is called the algebraic degree
of the Boolean function.

For example, consider the 4-bit Boolean function given by the ANF
f(X] , X2, X3, X4) =1 D X1 D X4 (&) X1X2 (&) X3X4 (&) X2X3X4 D X1X2X3X4.

The truth table of this function is presented in Fig.2.2. We can observe that the
algebraic degree of the above Boolean function is 4 since the highest order product
term with non-zero coefficient is x;x,x3x4.

It is clear that the functional value at a point can be obtained from the ANF by
substituting the values for the variables. Even though it is not very straightforward,
it can also be shown that the ANF of a Boolean function can be obtained from its
truth table.

Now, we discuss various types of Boolean functions depending on the structure
of their truth-table, ANFs, etc.
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Fig. 2.2 Truth-table of the
4-bit Boolean function * f(X)

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

O OO O OO O e

Definition 2.1.3: Non-degeneracy of a Boolean function

An n-bit Boolean function f (x) is said to be non-degenerate on k variables if
its ANF contains k distinct variables where 0 < k < n. We say that a Boolean
function f(x) is non-degenerate if it is non-degenerate on n variables, i.e.,
if all the n variables are present in the ANF of f.

For instance, the 4-bit Boolean function given by f(x) = x;x3 @ x4 is degenerate,
as it is non-degenerate on 3 variables only (x, is absent), whereas the 4-bit Boolean
function f(x) = x; @ x3 @ xpx4 is non-degenerate as all the 4 variables are present
in its ANF.

Definition 2.1.4: Homogeneous Boolean function

A homogeneous Boolean function f(x) is a Boolean function whose ANF
contains only terms of the same degree.

The Boolean functions f(x) = x;x2 @ x3x4 and f(x) = x1 & x, @ x3 are exam-
ples of homogeneous Boolean functions.

For any binary string s, the Hamming weight of s, denoted by wt (s), is the number
of 1’s present in the string. More formally, it is defined as

wt(s) = [{i :s; = 1}

where s; denotes the i'” bit of the string s. The Hamming distance between two n-bit
strings s and ¢ is defined as the number of bit positions where s and ¢ differ. It is
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denoted by dist (s, t). Formally, it can be written as

dist(s,t) = |{i : s; # 1;}],
where s; and #; are the i’" bits of the strings s and ¢ respectively. Observe that
the Hamming distance is symmetric with respect to s and ¢, and furthermore, the

Hamming distance between s and ¢ can also be written as the Hamming weight of
the string s @ ¢, i.e., dist(s,t) = wt(s D 1).

Definition 2.1.5: Balanced Boolean function

An n-variate Boolean function f(x) is said to be balanced if the Hamming
weight of the truth table representation of f is %, i.e., f contains equal
number of 0’s and 1’s. Similarly, a Boolean function f(x) is said to be
constant if the output of the function is independent of the input bits. In other
words, a constant Boolean function is a function such that f(x) = 1 for all
x € {0, 1}" or f(x) =0 forall x € {0, 1}".

We will later show that the Deutsch-Jozsa algorithm can distinguish between a
constant and a balanced Boolean function more efficiently in quantum domain than
the best known algorithm in the classical domain.

Definition 2.1.6: Linear and affine functions

A Boolean function f(x) is said to be linear, if f(x) can be written as
f@)=a-x

wherea - x = ajx; @ axx, @ - - - ® a,x,. Likewise, a Boolean function f (x)
is called affine, if it can be written as

fx)=(@a-x)®b,

where a - x = ajx; ®ax, ®--- ®a,x, and b € {0, 1}. Note that linear
functions are a special case of the affine functions where b = 0.

Let us consider a 4-bit Boolean function f(x) = f(x1, x2, X3, X4) = X2 D X3 D
x4. It is evident that the algebraic degree of the function is 1. The function is non-
degenerate on 3 variables and homogeneous. Since wz(f) is 8 = %, the function
is also balanced. A a keen observation would point out that the function f(x) can
also be written as f(x) = (0111) - x. Hence the function f(x) is also linear, and so
affine.

One of the interesting facts about non-constant affine functions is that they are
always balanced. However, the converse need not be true. For, instance the 3-bit
Boolean function given by the truth table representation f =[0,1,1,1,0, 1,0, 0]
is balanced but not an affine function.
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In the next few sections, we will look into certain important cryptographic proper-
ties of Boolean functions. Study and analysis of these properties will be very crucial
in understanding the security of various ciphers and cryptographic protocols.

2.2 Walsh Transform

Walsh transform is one of the most important tools in analysing the cryptographic
properties of Boolean functions.

Definition 2.2.1: Walsh transform

For an n-bit Boolean function f (x), the Walsh transform of f (x) at any point
a € {0, 1}" is defined as

Wi@) = Y (=Df0ee, 2.1)

xe{0,1}"

where a - x denotes the dot product a;x; @ ax, @ - - - @ a,x,.

The value of the Walsh transform at a point a is called the Walsh coefficient of
f(x) at the point a. The Walsh spectrum of the Boolean function f (x) is the list of
all the 2" Walsh coefficients given as

We=[We0), We(l), .-, Ws(2" = 1)],

where W, (i) is the Walsh coefficient at the point whose decimal representation
is given by i. There are a few interesting observations in the definition of Walsh
transform. First, notice that the Walsh coefficient at the point 0®" can be simplified

to
WpO®) = Y (=D

xe{0,1}"

The expression on the right calculates the difference between the number of input
values for which f(x) = 0 and those for which f(x) = 1. That is,

WP = [(x s () =0} = |(x s £0) = 1)] =27 = 2w ()

where f is the truth table representation of f(x). So, for a balanced function, we
have W,(0®") = 0.

Next, observe the term f(x) @ a - x. Let g(x) be the defined as a - x. Obviously
g(x) is a linear function. Then f(x) @ a - x can be written as h(x) = f(x) & g(x).
Notice that, at any specific point x, h(x) = 0if f(x) = g(x) and h(x) = Lif f(x) #
g(x). Thus, the Walsh coefficient at a point a gives the difference between the number
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of points such that f(x) = a - x and the number of points such that f(x) # a - x.
More formally,

W@ =t foo =a-x)| = |tx: @) #a-x)]
- ){x Ch(x) = 0}‘ - ){x Ch(x) = 1}’
— 2" 2w (h), 2.2)

where A is the truth-table representation of the function A(x) = f(x) b a-x =
dist(f, g). Thus, the Walsh coefficient at the point @ measures the correlation or
the distance between the function f(x) and the linear function a - x. Note that the
Walsh coefficient at a point @ not only provides a notion of distance between the
function f(x) and the linear function a - x, it also provides the distance between the
function f(x) and the affine function (a - x) @ 1. This is due to the fact that if two
arbitrary functions f(x) and g(x) agree at k points (i.e., f(x) = g(x) at k many
points), then the functions f(x) and g(x) & 1 agree at 2" — k many points. So we
have

[ £ = g0l =[x s () # g0))|
= fw A e | - | fw =gw e )|

Using the notion of distance between a function f(x) and the linear functions,
we now define the nonlinearity of the function f(x). The nonlinearity of an n-bit
Boolean function f(x), denoted by 7 ( f), is defined as the minimum distance of the
function f(x) from the set of all n-bit affine functions. Mathematically, it is given as

T)(f) = mingeﬂ(n){diSt(fv g)}s

where A(n) is the set of all n-bit affine functions. In terms of Walsh spectrum, the
nonlinearity of a Boolean function f(x) is defined as

1
=2"1— - (a)]. 2.
n(f) 5  ax [Wr(a)] (2.3)
A very important characteristic of the Walsh spectrum is given by the Parseval’s
identity. According to this identity, the Walsh coefficients of a Boolean function f (x)
satisfy the following identity:

> Ws@P =27 (2.4)

ae{0,1}"

Certain cryptographic properties that are defined using the Walsh transform of a
Boolean function, are described below.
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Definition 2.2.2: Correlation immunity and Resiliency

A Boolean function f(x) is said to be correlation immune (CI) of order &, if
and only if the Walsh transform of f(x) satisfies

We(a) =0, for 1 < wt(a) <k.
Further, a Boolean function f(x) is called an m—resilient function if f(x) is
both m—CI and balanced. That is, in terms of Walsh coefficients, a function

f(x) is m-resilient if and only if the Walsh spectrum of f(x) satisfies

We(a) =0, for 0 < wit(a) < m.

2.3 Boolean Function Implementation: Classical to
Quantum

Before proceeding to the quantum algorithms, we should note that the Boolean
functions generally are not bijective. However, given that any quantum gate must be
reversible, we should have some mechanism to implement a Boolean function in the
quantum domain. In this section, we explain the basic idea to achieve this.

Let F : {0, 1}" — {0, 1}"* be an n-bit input, m-bit output Boolean function. Now,
we need to implement F in a quantum circuit, but we see that F is not reversible in
general. For instance, the AND function f(x;, xp) = x; - x; is not reversible since we
cannot obtain the input to the function if we are given only its corresponding output
value. However, all the gates in a quantum circuit are required to be reversible. To
overcome this, a useful concept is that of an oracle function Ur. Given a function
F : {0, 1}" — {0, 1}, the function Uy is an (n 4+ m)-input (n + m)-output Boolean
function that is defined as follows:

UF(-xlv-x27"' 7-xn’b):(x1’-x21”' 7-xn9b®F(x))

where b € {0, 1} and x = (x1, x2, - -+ , Xp).

Now, notice that for any input x € {0, 1}" obtaining the value of F(x) using
Ur is quite straightforward; by setting b = 0, the last bit of Up(xy,--- , x,,0) =
(x1, -+, x,, F(x)) is the required value. Given an output y of Up, it is always
possible to obtain the input of Ug since Up(Up(x1, --- , X4, b)) = (X1, , X, b);
basically Ur retains (xp, - -- , x,,) input bits in its output bits which allows one to
recover the input from the output of Up(x1, - - - , x;,, b). Unlike F, the function U is
always reversible; further any reversible function can be implemented in a quantum
circuit using the universal gate set.
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Table 2.1 Truth-table of F(x1, x3) = x1 - x3 function

X X2 F(x1, x2)
0 0 0
0 1 0
1 0 0
1 1 1

Table 2.2 Truth-table of the oracle function U of F(x1, x2) = x1 - x2

X1 X2 b Up(x1, x2, b)
0 0 0 000

0 1 0 010

1 0 0 100

1 1 0 111

0 0 1 001

0 1 1 011

1 0 1 101

1 1 1 110

|z1) — — [21) 1) —— |z1)
|z0) — Up — |x2) = |zg) —e— |72)

|b) — — |b® F(x1,x2)) |b) —— [b® (x - x2))

Fig. 2.3 The quantum circuit of the oracle function U for F(x1, x2) = x1 - x

Itis a folklore fact that the number of gates required to implement U in a quantum
circuit is polynomially related to the number of gates required to implement F in the
classical domain.

We now illustrate the ease and importance of Ur with the following example.
Let the function F be the AND function, i.e, F (x;, x,) = x1 - xo. Truth table of F'is
as in Table 2.1. Then, its oracle function Up is as defined in Table 2.2. It is clearly
observable from the Truth Table that the oracle function U is bijective. Note that
if we were to implement F directly as a quantum circuit, it would not be possible
due to its non-reversibility. The corresponding quantum circuit of Uy is as given in
Fig.2.3.

Now, we can code the oracle circuit in Qiskit as below:

#Importing the required classes and modules
from giskit import *

#Defining a function that returns the quantum circuit
#of the function U_F for the AND function
def oracle () :
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circ = QuantumCircuit (3)
circ.cex(0,1,2)
return circ

Listing 2.1 Qiskit code for Ur

2.4 The Deutsch Algorithm

The Deutsch Algorithm is one of the most simple and one of the first quantum
algorithms. Imagine we are provided a 1-bit Boolean function f(x) as a black box.
A black box is a model, where the inner functioning is not known, but given an
input x, the box produces the output f(x). Our goal is to find if the given function
is constant or balanced. This problem is called the Deutsch problem.

Classically, we need two calls to be made to the black box of f(x) to get both
f(0) and f (1) before we know if the function is constant or balanced. In a quantum
setting, the same problem can be solved using just a single query to the oracle of
f (x) by using the Deutsch algorithm. Oracle of f(x) is the function Ur (x) that was
discussed in the previous section.

The Deutsch algorithm is implemented as in the circuit in Fig.2.4.

We will now compute the evolution of the state of the system.

1
V2
ur 1

—((=DO 0 DOy =
—>ﬁ(( )0) + (=D 1) | =)

— %[<(_1)f<0> i (_1)f(1>> 0y + ((_1)/‘(0) - (—l)ﬂ')) |1>] =)

0y 1) 224

(10) + 1)) [-)

Suppose we measure the final state of the system. We see that the probability of
obtaining the state |0) is

1 2
— | (=—1)/©O _1\/M
Pr(o) = 1[ (=" + /"]
and that of obtaining |1) is

Pr) = ;[0 — 0] = 1 pron.

Fig. 2.4 Quantum circuit for - -
Deutsch algorithm |U> .
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If the function f(x) is balanced, then the probability of obtaining |0) vanishes to
0. Hence, we obtain only |1) upon measurement. On the other hand, if the function
f(x) is constant, then the probability of obtaining |0) equals 1 and so we obtain only
|0) on measurement. So, with just a single call to the oracle Uy, we can conclude
that the function is constant if the measurement outcome is |0) or is balanced if the
measurement outcome is |1).

Even though the Deutsch algorithm is of limited practical use, it serves as a good
tool to illustrate quantum parallelism and quantum interference. To determine if the
function f(x) is balanced or constant, we are actually not interested in the individual
values of the function but in its global property f(0) @ f(1). The Deutsch algorithm
intelligently exploits this condition to obtain the solution using just a single query to
the function.

2.5 The Deutsch-Jozsa Algorithm

The Deutsch-Jozsa algorithm is a natural extension of the Deutsch algorithm to n-bit
Boolean functions. The Deutsch-Jozsa algorithm aims to solve the problem which
is stated as follows: given an n-bit Boolean function f(x) as an oracle, find if the
function f (x) is balanced or constant given the promise that f (x) is either constant
or balanced.

Before we describe the quantum algorithm, let us first analyze the classical com-
plexity of solving this problem. An r-bit Boolean function f (x) has 2" output values,
one for each x € {0, 1}". We are given a promise that f(x) is either constant or bal-
anced. Recall that a balanced function has a truth-table with exactly 27 zeros and 27
ones. So, in the worst case, we will need 27 + 1 many queries to the function f(x)

so that if all the % 4+ 1 f(x) values are the same then we say that the function is
constant, else we say that the function is balanced. The number of queries required
in the worst case is exponential in zn. Let us now see if Deutsch-Jozsa algorithm can
provide us the solution in lesser number of queries to the function f(x).

The quantum circuit of the Deutsch-Jozsa algorithm is shown in Fig.2.5. The
evolution of the state of the system is calculated below.

Fig. 2.5 Quantum circuit for
Deutsch-Jozsa algorithm

|
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where x - y denotes the bit-wise dot product x;y; + x2y2 + - - - + X, Y.
Now, upon observing the final state of the Deutsch-Jozsa algorithm, ignoring the
last qubit, the probability of obtaining the state |O®") is

pr(|0®") = [ > (- 1)f<X>] (2.5)

xe{0,1}"

We are promised that the function f(x) is either balanced or constant. Let us first
assume that the function is constant. Without loss of generality, let f(x) = 1 for all
x. Then we have

1 S
Pr(|0®")) = [ > (- 1)”")} =ﬁ[ > —1} =5 2 =1
)

xe{0,1}" x€{0,1}"

So, ameasurement would always yield the state }O®”> if the function f(x) is constant.

Next, let us assume that the function f(x) is balanced. Then, we have exactly %
points x € {0, 1}" such that f(x) = 0 and exactly the same number of points such
that f(x) = 1. Now, the probability of obtaining the state |O®”) becomes 0 since
there would be exactly Z_ number of 1’s and % < number of —1’s in the summation
in Eq.2.5. So, if the function f(x) is balanced, then it is impossible to obtain the
state |0®”) as the measurement outcome. Therefore, to summarize, |0") is always
observed if f(x) is constant and never observed if f(x) is balanced.

Observe that the measurement outcomes obtained, in both the cases are mutually
exclusive. Hence, the given function f(x) can be characterized as balanced or as
constant with just a single query to the oracle U s. So, we obtain a quantum algorithm
that is exponentially faster than the best known classical algorithm for distinguishing
between a balanced and a constant Boolean function.

An interesting observation on the output of the algorithm is that the probability
of obtaining a state |a) is

2
Pr(la)) 22n[2( 1)f<x>@xa]2:<wéia))
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which is the square of the normalized Walsh coefficient of the function f(x) at the
point a. We will discuss this in detail soon.

Let us now, implement the Deutsch-Jozsa algorithm in Qiskit. Let the given func-
tion be f(x) = x, @ x3 D x4. The code is as follows:

#Importing classes and modules
from giskit import *

#Building an oracle for the function f(x)=x2 xor x3
#xor x4.

#This 1is generally provided with the problem.

orcl = QuantumCircuit (5)

orcl.cx(1,4)

orcl.cx(2,4)

orcl.cx(3,4)

oracle = orcl.to_instruction ()

#Creating quantum register, classical register
#and guantum circuit

d = QuantumRegister (5)
c = ClassicalRegister (4)
gc = QuantumCircuit (g, c)

#Implementing the Deutsch-Jozsa algorithm
gc.x(4)
gc.h(range (5))
gc .append (oracle, q)
gc.h(range (5))
for i in range (4) :
gc .measure (gl[i],c[3-11)

#Executing the code in the simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute(gc, backend, shots=1)
counts = gjob.result () .get_counts ()

print (counts)

Listing 2.2 Qiskit code for Deutsch-Jozsa algorithm

Output:
{70111": 1}

In the code in Listing 2.2, in lines 7-11, we build an oracle that implements the
function f(x) = x, @ x3 @ x4. In line 22, by using gc . append (oracle, q), we
append the circuit of the oracle on the qubit register g to the circuit gc. In the output,
we can see that the measurement outcome is |0111) which is not the state |0000).
This implies that the function f(x) = x, @ x3 @ x4 is balanced.
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2.6 The Bernstein-Vazirani Algorithm

Suppose that we are given a Boolean function f (x) and we are also promised that the
function f(x) is linear, i.e., f(x) can be written as f(x) = a - x forsome a € {0, 1}"
where a - x = ajx; @ axx, ® - - - D a,x,. Say, the objective is to obtain the string a.
This problem is called the Bernstein-Vazirani problem. Classically, this problem can
be solved by obtaining the outputs of the function at all the n-bit strings of Hamming
weight 1. This is because if y(i) is the n-bit string of Hamming weight 1 such that
1 is in the i’ position, then f(y(i)) = a; where g, is the i"" bit of the string a. So
classically, we would need to make n queries to the black box of the function f (x).

However, in a quantum setting, Bernstein-Vazirani algorithm solves this problem
using a single query to the oracle of the function f(x). The quantum circuit of the
Bernstein-Vazirani algorithm is the same as that of the Deutsch-Jozsa algorithm
(shown in Fig.2.5). The final output state of the circuit after ignoring the last qubit

is given as
|I//f) ZI:Z( l)f(x)Eva:I|y>

Since we are given that f(x) =a - x, for y =a we have f(x) ®x -y = 0 for all
x € {0, 1}"*. So, for y = a, we obtain

Z (— l)f(x)@xyz Z (_1)0 o

x€{0,1}" xe{0,1}"

Therefore, on measuring the final state, the probability of obtaining the state |a) can
be given as

Pr(la)) = = - (2")* =

2211

i.e., we obtain only |a) as the output using just a single query to the oracle of the
function f(x). Note that this algorithm would provide the same result if the function
was f(x) =(a-x)® 1.

Let us now implement the Bernstein-Vazirani algorithm in Qiskit. Say, we are
given the function f(x) = x; ® x, @ x3 @ x4 and a promise that f(x) is a linear
function. We find the string a using the following code:

I #Importing classes and modules
> from giskit import *

4 #Building an oracle for the function f(x)=x1 =xor x2
s #xor x3 xor x4

¢ #This is generally provided with the problem.

7 orcl = QuantumCircuit (5)

s orcl.cx(0,4)

9 orcl.cx (

10 orcl.cx (

1 orcl.cx(
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oracle = orcl.to_instruction ()

#Creating quantum register, classical register
#and gqguantum circuit

g = QuantumRegister (5)
c = ClassicalRegister (4)
gc = QuantumCircuit (g, c)

#Implementing the Deutsch-Jozsa algorithm
gc.h (4)
gc.h(range (5))
gc .append (oracle, q)
gc.h(range (5))
for i in range (4) :
gc .measure (gl[i],c[3-11)

#Executing the code in the simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute(gc, backend, shots=1)
counts = gjob.result () .get_counts ()

print (counts)

Listing 2.3 Qiskit code for Bernstein-Vazirani algorithm

Output:
{1111": 1}

From the output, we can see that the function f(x) is the linear function of the
form f(x) =1111-x.

Notice that the Bernstein-Vazirani algorithm, even though using the same circuit
as that of the Deutsch-Jozsa algorithm, looks at the same output state of the circuit
from a different perspective than that of the Deutsch-Jozsa algorithm to solve a
completely different problem.

2.7 Relation Between Deutsch-Jozsa and Walsh Spectrum

All the three algorithms above, essentially Deutsch-Jozsa in many forms, rely on the
Walsh transform of a Boolean function. We saw in a previous section that given a
Boolean function f(x) as an oracle with a promise that f(x) is either balanced or
constant, the Deutsch-Jozsa algorithm determines if f(x) is constant or balanced
using one query. In fact, the Deutsch-Jozsa algorithm can be interpreted in terms of
Walsh coefficients. Let us define an operator D¢ in the following manner:

Dy =H"Q@DUH(H" @),

The Uy is the oracle of the function f (x). Note that the operator D is the operator
used in the Deutsch-Jozsa algorithm. We can see that
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1 :
Dr0%) =) = 5 Y [ > (—1)f‘*>@<”>} ) 1=y = 1¥) =), (say).

n
ye{0,1}* = xe{0,1}"

Observe that the final state |1/) can be rewritten in terms of the Walsh spectrum

values as W)
y
= D0 —5— .
yef{0,1}"

So, on measuring the final state |1/), we obtain the measurement outcome as |y) with

2 ~ 2
probability “;fz(n’v). For the sake of brevity, let us define f(y) to be w

Since the output of the measurement is probabilistic, we will be able to obtain the
exact values of f (y) only if we run the algorithm infinitely many times. However,
this is not feasible. So, in a quantum computer, instead of aiming to obtain the exact
values of f (y) for all y’s, we estimate the values of f (y) allowing for some error.
Even though this is a major drawback of computing Walsh spectrum in a quantum
computer, for most of the applications good estimates of the Walsh spectral values
are adequate.

As an example, let us take the 4-bit Boolean function f(x) = x;x; D x3 & x4.
Computing the Walsh spectrum of f(x) is quite straightforward in a classical com-
puter, e.g, by using the following Python code:

1 #Defining a function that outputs (x1*x2) =xor x3
2 #xor x4
3 def func (x):

4 x_arr = [0]*4

5 for i in range (4) :

6 x_arr[3-1] = x%2

7 x = (x-x_arr([3-11)/2

8 return ((x_arr[0]*x_arr[1l])+x_arr[2]+x_arr[3]) %2
9

10
n #Defining a function that output the dot product of
2 #bit strings of x and y

13 def dot(x,vy):

14 x_arr = [0]*4

15 y_arr = [0]*4

16 dot = 0

17 for i in range (4) :

18 x_arr[3-1] = x%2

19 x = (x-x_arr[3-11)/2

20 yv_arr[3-1i] = y%2

21 v = (y-y_arr[3-i])/2

2 dot = dot + (x_arr[3-i]l*y_arr[3-11])
23 return dot%2

25

% #Calculating the Walsh coefficients of the above
27 #function at all points

x w_f = [0]*16
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for y in range (16) :
for x in range (16) :
w_flyl = w_£f[y]l + ((-1)**func(x))*((-1)**dot (x
/Y))

for i in range (16) :
print (bin(i) [2:]1.z£fil11(4), ":", w_£f[i]l, end=', ')

Listing 2.4 Python code for Walsh spectrum

Output:

ooo0 : 0.0, 00OO1L : 0.0, 0010 : 0.0, 0022 : 8.0, O100
.0, 01012 : 0.0, 0120 : 0.0, 0112 : 8.0, 1000
0.0, 1001 : 0.0, 1010 : 0.0, 1011 : 8.0, 1100
0.0, 1101 0.0, 1110 0.0, 1111 : -8.0,

We can see from the output that the Walsh coefficient at the points 0011, 0111,
1011 are 8 and that at the point 1111 is -8. At the rest of the points, the Walsh
coefficient is 0.

For implementing the Deutsch-Jozsa algorithm to estimate the Walsh spectrum
of the function f(x), the code is given in Listing 2.5.

#Importing the required classes and modules
from giskit import *

#Building an oracle for the function f(x)=x1x2+x3+x4.
orcl = QuantumCircuit (5)

orcl.ccx(0,1,4)

orcl.cx(2,4)

orcl.cx(3,4)
oracle = orcl.to_instruction ()

#Creating quantum register, classical register
#and gquantum circuit

d = QuantumRegister (5)
c = ClassicalRegister (4)
gc = QuantumCircuit (g, c)

#Implementing the circuit of Deutsch-Jozsa algorithm.

gc.x(qgl4])
for i in range (5) :
gc.h(glil)

gc .append (oracle, q)

for i in range (5) :
gc.h(qglil)

for i in range (4) :
gc .measure (g[3-1i],c[1])

Listing 2.5 Circuit for obtaining walsh spectrum using the Deutsch-Jozsa algorithm

To understand how the number of shots affect the estimation, we execute the
circuit three times; first using 100 shots, then using 1000 shots and finally with 8000
shots. The executions are performed in a quantum simulator using the following
code:
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#Executing the circuit in simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob_sim_100 = execute (gc, backend, shots=100)
counts_sim_100 = gjob_sim_100.result () .get_counts ()
gjob_sim_1000 = execute(gc, backend, shots=1000)
counts_sim_1000 = gjob_sim_1000.result () .get_counts ()
gjob_sim_8000 = execute(gc, backend, shots=8000)
counts_sim_8000 = gjob_sim_8000.result ().get_counts ()

for countl, count2, count3 in zip (counts_sim_100,
counts_sim_1000, counts_sim_8000) :
counts_sim_100[countl] /= 100
counts_sim_1000[count2] /= 1000
counts_sim_8000[count3] /= 8000

print ("Estimate of Walsh spectrum using 100 shots : \n
", counts_sim_100, "\n")

print ("Estimate of Walsh spectrum using 1000 shots : \
n",counts_sim_1000, "\n")

print ("Estimate of Walsh spectrum using 8000 shots : \

n",counts_sim_8000, "\n")

Listing 2.6 Executing the circuit created in Listing 2.5 on a simulator with varied number of shots.

Output:
Estimate of Walsh spectrum using 100 shots
{r1011’: 0.25, r0011’: 0.29, "1111": 0.2, '0111°’:
0.26}

Estimate of Walsh spectrum using 1000 shots
{’1011’": 0.236, '0011’: 0.259, r1111’": 0.248, '0111"':
0.257}

Estimate of Walsh spectrum using 8000 shots
{71011": 0.242875, '0011’: 0.254625, "1111°"':
0.257625, 0111’: 0.244875}

In the output of Listing 2.6, for points not in the returned set of values, the
f (y) at those points should be inferred as 0. From the output of Listing 2.4, we
can deduce that the square of the normalized Walsh coefficient f (y) at the points
y € {0011,0111, 1011, 1111} is %46 =0.25.

First observe that the values that we obtained when using shots=100 are very
rough estimates of the Walsh spectral values since we can see that the estimate of
f (y) at points 0011 and 1111 were returned as 0.29 and 0.2 respectively, which are
relatively far from the expected value of 0.25. In the estimates returned by using 1000
shots, we can see that they are better than those obtained using 100 shots, but still
worse than those obtained using 8000 shots. Naturally, the best of the three estimates
were obtained when we used 8000 shots. So, we can witness that the accuracy of the
estimates increases with the increase in the number of shots used.

Next, we implement the circuit in Listing 2.5 on an actual quantum computer.
For this we use the 5-qubit machine ibmq_belem. The execution is done using the
following code:
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#O0btaining the IBMQ provider and backend.
IBMQ.load_account ()

provider = IBMQ.get_provider ()

backend = provider.get_backend (’ibmg_belem’)

#Executing the circuit on ibmgx2
gjob_real = execute(gc, backend, shots=1000)
counts_real = gjob_real.result ().get_counts ()
for count in counts_real:
counts_real [count] /= 1000
print ("Estimate of Walsh spectrum using 1000 shots on
ibmg_belem : \n", counts_real, "\n")

Listing 2.7 Executing the circuit created in Listing 2.5 on ibmgq_belem with 1000 shots.

Output:
Estimate of Walsh spectrum using 1000 shots on
ibmg_belem:

{*1110’: 0.0312, ’0011’: 0.143, r1010’: 0.01, "1111"':
0.188, r1101’: 0.066, ‘0010’: 0.019, '0110’: 0.021,
*01012’: 0.07, ’0111’: 0.184, '1011’': 0.091,
*1000’: 0.013, ’0100’: 0.029, r1100’: 0.014,
*0001’: 0.056, ’0000’: 0.036, ’1001’: 0.029}

We can observe in the output that the estimates of f (y) is non-zero for all y €
{0, 1}". It can also be observed that the errors in the estimates are very high. A visual
comparison between the estimates obtained using the simulator and that using the
real backend, both with 1000 shots, can be obtained using the following code snippet.

m Simulator
W Real Backend
0259 0257
0.248
0236
0.24

0.16 143

Probabilities

0.08 0070 0066
0.056

0036

0029 0029 0031
0019 @021

L T~ T B ~ N A o o
S ST RN I T ETE S5
§ &§ § & & & S 8 85 3 5 F

Fig. 2.6 Comparison between the estimates obtained using simulator and real backend
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#Importing the visualization tool.

from giskit.tools.visualization import plot_histogram

plot_histogram ([count_sim_1000, counts_real], legend=]
"Simulator", "Real Backend"])

Listing 2.8 Code to compare the estimates obtained using a simulator and a real backend.

The histogram obtained for these results is shown in Fig.2.6.

From Fig. 2.6, we can clearly see that the estimates obtained from the real backend
are very much error prone. These errors are mostly attributed to the de-coherence of
the quantum system and the undesired interactions with the environment. Detailed
discussion on this is out of the scope of this book.

Further Reading

Boolean functions and their cryptographic properties received lot of attention in
research literature. For a comprehensive idea about cryptographically significant
Boolean functions, one may refer to [2]. For more about the different properties and
Walsh spectrum of Boolean functions, one may refer to [7-10].

One of the most celebrated quantum algorithms is Deutsch-Jozsa [4]. This can
deterministically distinguish a balanced and a constant Boolean function with linear
resource and in constant time complexity. This is more efficient than any algorithm
available in the classical domain. Most interestingly, this algorithm outputs (before
the measurement) a multi-qubit state which is a superposition of the basis states with
their corresponding amplitudes proportional to the Walsh spectrum values. This can
be exploited in many other applications as we will see in the following chapter. A
simpler version of Deutsch-Jozsa [4] appeared earlier, which is referred to as Deutsch
algorithm [3]. This is a special case where the given function is an 1-bit Boolean
function. The Bernstein-Vazirani Algorithm [1] can also be considered as another
special case, when the function under inspection is affine, i.e., the Walsh spectrum
mass is only at a single point, and everywhere else it is zero.

Other different combinatorial properties can be studied by simple modifications
of Deutsch-Jozsa algorithm [4]. For example the Nega-Hadamard transform has been
studied in [5]. For advanced algebraic and combinatorial properties one may have
a look at [6] and try to explore efficient quantum algorithms in these directions.
Further, in the following chapters we will see that the quantum output of Deutsch-
Jozsa algorithm (before the measurement) can be exploited to explore several other
cryptographic properties such as resiliency. That is, the Deutsch-Jozsa algorithm is
not only a celebrated algorithm, but it provides several other directions in further
analysis of Boolean functions.
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Chapter 3 ®)
Grover’s Algorithm and Walsh Spectrum | ¢

Abstract Grover’s algorithm provides a square root improvement over its classical
counterpart in searching an unsorted array. The most important part of this algorithm
is that, it can amplify the amplitude of a subset of states and reduce that of the others.
First, we show how the satisfying inputs of a Boolean function can be efficiently
discovered by the Grover’s strategy. Further, one can consider the state out of the
Deutsch-Jozsa algorithm that is related to Walsh spectrum of a Boolean function, and
then try to amplify certain places through Grover to understand the Walsh spectrum
distribution with further accuracy. In particular, we provide detailed understanding
of how the nonlinearity and resiliency of a Boolean function can be studied in this
direction. Examples and Qiskit codes are presented here to explain the idea with
complete details.

Keywords Boolean functions - Bernstein-Vazirani algorithm + Deutsch-Jozsa
algorithm - Grover’s algorithm - Walsh transform

3.1 Grover’s Algorithm

Grover’s algorithm is one of the most popular quantum algorithms that is used for
searching an element in an unsorted array. Searching an element of interest among
N elements is one of the basic tasks in computer science. When the elements are
not sorted and there is no additional data structure, e.g., a binary search tree, the
best known classical algorithm must query all the N elements in the worst case.
Surprisingly, Grover’s algorithm can find the element in just O (+/N) queries. This
polynomial speedup may look pale against the algorithms presented in the previ-
ous chapter which promised exponential speedups over the classical algorithms, but
Grover’s algorithm is extraordinary and noteworthy due to the ubiquity of the search
problem that it solves. Today, it is the most common subroutine in the hundreds of
quantum algorithms that exist for various types of problems.
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The most important element in this algorithm is a small block of code called the
Grover’s iterate. It implements the following operator.

G = H¥UsH®"U.

In this operator, H®" is the Hadamard operator on n qubits, U is the oracle that
marks the element of interest and Uy is the operator that flips the phase of all the
basis states except the |0)®" state.

The action of Uy on the standard basis states can be expressed as

- if 0" n n
Ug |x) ={ :i; ifiion } = 2[0%){0%"| - 1.

The last expression is possible due to the completeness relation discussed in Sect. 1.6.

We can rewrite the Grover’s iterate after expanding Ug as a product of two oper-
ators. In this new expression for G, we use |S) to denote the equal superposition of
all the N states corresponding to the N items.

G = H®'(210) (0| — I)H®"U; = (218) (S| — 1) Uy.

Let us first examine the functioning of U ;. We know that the operator U, marks
the good state, i.e., Uy acts as

Uf(Ol |bad) + B |g00d>) —> « |bad) — B |good) .

This is essentially a reflection about the bad state. Next, consider the operator
218) (S| — I. To understand its behaviour, denote by |S J-) a state that is orthogonal to
|S) and apply 2 |S) (S| — I on any state that is a superposition of the two orthogonal
states |.S) and |Sl). We will see below that the operator performs a reflection of this
state about the state |.S).

(218 (1= 1) (o181 + B [5*))
= (2180451 $) = 1) ) + B(218) (81 $*) = [s%) )
=a(219)-15)) + (0 [5))
=a|S) — B|SH).
Grover’s algorithm starts by preparing an equal superposition of N states corre-
sponding to all the N items of the list. The Grover’s iterate is then applied on this
superposition, +/N number of times. The final state is then measured; it is known

that the observed state represents the item of interest with high probability. A circuit
for the Grover’s algorithm can be seen in Fig. 3.1.
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O(V'N) times

Uy

 —E-L A

Fig. 3.1 Quantum circuit for Grover’s algorithm

To understand the working of the algorithm, consider the following generic exam-
ple. Let us assume for example we have a list of N = 2" number of items of which
we are interested in finding a particular element. We call the element of interest good
and the rest of the elements bad. Then, a state containing the equal super position
of all the N elements is of the form

) = ﬁ|goad>+,/¥wad>.

We can see that the probability of obtaining the good state on measuring |¥) is %
Choose 6 from [0, Z] such that sin 9 = (ﬁ) Then we have

[Y) = sin B |good) + cos O |bad) .

Notice that the angle @ is the angle formed by the state |1/) with the state |bad)'. On
applying U, we obtain the state

') = —sin6 |good) + cos 0 |bad) .

Now, we know that

|S) = E |x) = —1 |good) ,/—N ! |bad) = sin 6 | d) + cos 6 |bad)
S d) + ba 00 ad) .
N 8 N 8

xel0, 1)
Notice that, |S) and |) essentially represent the same state. Thus, the state |Sl) can
be given as

|S+) = cos 6 |good) — sin |bad) .

Observe that

I The concept of angle will be better understood during the discussion on the geometric interpretation
of Grover’s algorithm provided below.
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(S| §+) = (sin 6 (g0od| + cos 6 (bad| )(cos 0 |good) — sin 0 |bad) )

=cosfsinf —cosfsind =0

and
1S) (S| + |S*H)(s*| = |good) (good| + |bad) (bad| = I.

Hence, |S) and |S J‘) form a basis. This allows us to write |1ﬁ’) as a superposition of
|S) and |S/> as in the following form.

|[¥') = —sin6 |good) + cos 6 |bad)
= sin(0 — 20) |good) + cos(20 — 0) |bad)

= (cos 20 sin 6 — sin 26 cos 9) |good) + (Cos 26 cos 6 + sin 26 sin 9) \bad)
= cos 20(sin0 |good) + cos 6 |bad) ) — sin 29<cos0 |good) — sin @ Ibad))
= c0s20 |S) —sin26 |S*).

Now, applying the operator 2 |S) (S| — I on |1ﬁ/) we have
') = (215) (51 = 1) [v)

_ (2 1S) (S| — 1)(cos29 1S) — sin 26 |SL))

=2c0s26 |S) (S| S) — cos 26 |S) — 25in 20 |S) (S| S*) + sin20 | S+)
= c0s20 |S) +sin20 |S*).

Then,

1//”) in terms of the |good) and |bad) states can be given as

|") = cos 20 |S) + sin 20 | S+)
= cos 29<sin9 |good) + cos 6 |bad)> + sin 29(0059 |good) — sin 0 |bad))
= sin 360 |good) + cos 30 |bad) .

If the state |1/f”) is measured, we would observe the state |good) with probability
sin® 36. Thus, a single application of G can increase the probability of observing a
good state from sin® # to sin® 36. The above calculation can be extended to show

that k applications of G can increase the probability of observing a good state to
sin? (2k + 1)6.
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3.1.1 Geometric Interpretation of Grover’s Algorithm

We saw above that every application of the Grover’s iterate can be perceived as a
sequence of two reflections. Let us now see this in action using the help of geome-
try. Imagine a two dimensional plane spanned by the states |good) and |bad) with
real amplitudes. An arbitrary state |y) = sin 6 |good) + cos 6 |bad) belongs to this
plane as illustrated in Fig. 3.2a. For simplicity we assume that 6 € [0, 7 /2]. We can
observe that the state [y/) forms angles 6 and 5 — 6 with the states |bad) and [good),
respectively.

Applying the operator U on |y}, the state [) reflects about |bad) to form the
state |1ﬂ’> = Uy [Y). However, the state \1//’) still forms an angle 6 with |bad) and
an angle of 26 with the state |i) as shown in Fig. 3.2b. Next, applying the operator

(2 |S) (S| —1 ) on |w’) reflects the state |1ﬁ’) about the state |S). Note that the state
|S) is same as the state |i/). So, on reflection about the state |S), the final state

|1ﬁ”) = Uges Uy |Y) ends up as in Fig. 3.2c where the angle made by |1ﬁ”> with the
state 1) remains equal but in the other direction. Therefore, the state |1ﬁ”) makes an

%
- |bad)

(c) Reflection about |S')

Fig. 3.2 Grover’s iteration as reflections
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angle of 36 with the state |bad), that is, moves far from |bad). Hence, on applying
the Grover’s iterate once, we have the state

") = sin 36 |good) + cos 30 |bad) .

Note that the state gained an angle of 26 with one iteration of Grover’s iterate. Simi-
larly, after the second iteration the state gains an angle of 20 forming the resultant state
|¢) = sin 56 |good) + cos 56 |bad). Hence, after k many applications of Grover’s
iterate, the angle formed by the resultant state with the state |bad) is (2k + 1)6.
To obtain the good state with probability 1, we can see that we need to perform k
iterations of Grover’s iterate such that (2k + 1) is equal to 7. However, the equality
is not possible for all 6 since the increase of angle is discrete. So we settle for a
T

k such that (2k + 1) is as close as possible to 7; this allows us to obtain |good)

with a “high” probability after measurement. Mathematically, the optimal k can be
T 1
62

In the generic example, we assume that we have a single item of interest in the list
of N items. This can be extended to cases where there are some ¢ number of items

of interest. For such a case it can be shown that the optimal number of iterations

required is O (/N /1).

expressed as { —‘ = O(+/N) using elementary trigonometry.

3.2 Finding Satisfying Inputs of a Boolean Function

It should be clear by now that Grover’s algorithm has a simple yet powerful promise. It
can search among a group of elements at a rate that is quadratically faster compared
to that of the classical algorithms that performs a linear scan. The algorithm also
composes nicely, meaning, it can be used in a black-box manner in any algorithm
where some kind of searching is involved. This tempting property has led to this
algorithm finding its way in a multitude of applications from several domains.

Therefore, it should not appear as a surprise that the application of Grover’s
algorithm in the field of analysis of Boolean function is very wide. For instance,
imagine that we are provided with an n-bit Boolean function f (x) and the information
that f(x) = f(y) for exactly one pair of x, y. Without any additional information
and additional data structures, any classical algorithm in the worst case would need
to check all the (2" x 2")/2 pairs of strings before it discovers the colliding pairs.
However, we can use Grover’s algorithm to find the pair by making only O(2")
queries to f(x). There exist better quantum algorithms for this specific problem
but the example illustrates the simple manner in which we can incorporate Grover’s
algorithm for our applications.

We now demonstrate the implementation of Grover’s algorithm in Qiskit. Our
objective is to find the input point x for which the 4-bit Boolean function f(x) =
X2X3 D X1X2X3 D X2X3X4 D X1Xx2x3x4 outputs 1. This is performed in the following
code.
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3.2 Finding Satisfying Inputs of a Boolean Function

#Importing the required classes and modules
from giskit import *
from giskit.circuit.library import *

#Building an oracle for the function
#f(x)=x2x3+x1x2x3+x2x3x4+x1x2x3x4
#This 1s the U_f.
def oracle () :
orcl = QuantumCircuit (4)
orcl.x(3)

orcl.append (ZGate () .control (3, ctrl_state="110"),

range (4) )
orcl.x (3)
return orcl

#Number of Grover iterations to be implemented
num_iter = 3

#Creating quantum register, classical register
#and gquantum circuit

d = QuantumRegister (4)
¢ = ClassicalRegister (4)
gc = QuantumCircuit (g, c)

65

#Initializing the initial state to equal superposition

gc.h(range (4))

#Implementing Grover'’s iteration for num_iter
#many iterations
for k in range (num_iter) :

gc .append (oracle (), range (4))

gc.h(range (4))

gc.x(3)

gc .append (ZGate () .control (3, ctrl_state="000"),
range (4))

gc.x(3)

gc.h(range (4))
#Measuring the qubits
for i in range (4) :

gc .measure (1,3-1)

#Executing the circuit in simulator

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend, shots=100)
counts = gjob.result () .get_counts ()

print (counts)

Listing 3.1 Qiskit code for implementing Grover’s algorithm

Output:

{0000": 1, r0110’: 96, *0111’: 1, "1000’: 1, r1110°’:

1}
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In Listing 3.1, the function oracle () returns the oracle for the given function
f(x). Even though we construct the oracle for the function f(x) in our code, we
are generally provided the oracle of the function with the problem. Since f(x) is a
4-bit Boolean function, the size of its truth table is 2* = 16. So it is expected that
the Grover’s iterate is applied a total of num_iter ~ /16 = 4 many times. But you
will be able to notice that the amplitude of the state |0110) attains the maximum
when num_iter = 3. You can verify this by changing the value of num_iter and we
encourage you to do this. Notice that the reflection about the state |0000) is easily
performed by flipping the last qubit g4, applying the control ZGate () controlled
on the first three qubits being 0 and the target being g4 and then flipping g4 back.
This can be seen in line 33 of Listing 3.1.

In the output, we can observe that on measurement, the state that is observed with
a high probability is |0110). It can be easily verified that f(0110) = 1.

3.3 Nonlinearity

In the previous chapter, we investigated the Walsh spectrum of a Boolean function.
One of the prime cryptographic measures on Boolean functions are their nonlin-
earity. We will first discuss the connection between the nonlinearity of a Boolean
function and its Walsh spectrum and then describe how to measure nonlinearity using
a quantum computer.

The nonlinearity of an n-bit Boolean function f(x) is defined as the minimum
Hamming distance from the function to the set of all affine Boolean functions. Math-
ematically,

. /
() = min S Far)
wherexé,b =a-x@®binwhicha-x=a - x1®ay - x,®...®a, -x,anda;, b €
{0,1}. The set {x,, : a € {0,1}",b € {0, 1}} is the set of all affine Boolean func-
tions. Recall that the Hamming distance between two Boolean functions f(x) and
g(x) is the number of points a such that f(a) # g(a). Then, we can write the Walsh
coefficient of a function f (x) at the point a as

dist(f, x,0) zdist(f» Xa1)

= —1.
2n n

flay=1-2

This implies that M = %(1 — f(a)) and M 2(1 + f(a)). Using
these forms we can rewrlte n(f) as

2 =min (3(1 = 1f@)) = 5 — 5 max (1 @l).
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Let fmax = maXx,{| f (a)|}. We know that | fmax| < 1 where the equality holds for
affine functions and | fiax| > % where the equality hold for bent functions. As a
consequence, we have the bounds of the nonlinearity of a Boolean function as

0<n()<s—2 5
- -2 2 2
Let us now look at the computational cost of exactly computing the nonlinearity
of a Boolean function given as oracle. It is quite evident that we would need at least
exponential calls to the oracle since we need to find the distance of the given function
from all the 2" possible linear functions. So a naive computation of nonlinearity would
require us to query the oracle about O (22") times. We arrive at this value by querying
the oracle 2" times to find the distance of the given function from one particular linear
function and making that many queries for all 2" linear functions. We can perform
better if we exploit the form of nonlinearity in terms of Walsh spectrum, since the
Walsh spectrum at all 2" points can be computed with ®(n2") queries using the
Fast Hadamard transform (similar to Fast Fourier transform). In fact this is the best
possible classical algorithm to compute the exact nonlinearity of a given Boolean
function.
The implementation of the naive algorithm to compute the exact nonlinearity can
be done using the following Python code:

I #Importing the required packages

> import numpy as np

3 import scipy

4 from scipy.linalg import hadamard

5

¢ #Defining a function that returns the function values
7 #as an array.

s def func_arr () :

9 func = []

10 for i in range (16) :

1 x = bin(i)[2:]1.zfil11 (4)

12 f = (int(x[0])*int(x[1]))+(int(x[1])*int(x[3])
13 func.append ((-1)**(£%2))

14 return func

16 #Defining a function that on providing an array of
17 #function values as input, it exactly computes and
18 #returns the maximum of the absolute values of the
19 #Walsh coefficients of the given function.

0 def fhat_max (func) :

21 h = scipy.linalg.hadamard(len (func))
2 fhat = np.dot (h, func)

23 f_abs = []

2 for i in range(len (func)) :

25 f_abs.append (abs (fhat[i]))

2 return max (f_abs) /16
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nl = (1/2)-(fhat_max (func_arr())/2)
print (' The nonlinearity of the function f(x)= x1x2+
x3x4 is : ', nl)

Listing 3.2 Python code for computing the nonlinearity of the function xjx; @ x3x4

Output:
The nonlinearity of the function f(x)= x1x2+x3x4 is
0.375

The python code for computing the exact nonlinearity is quite straight forward.
We define two functions, func_arr () and fhat_max (). func_arr () returns
an array such that the i th element of the array is f(ip;,) where iy, is the binary
representation of i. fhat_max () takes as input an array that contains the f (i)
as the i’ element and returns the maximum of the | f (x)|s by simply calculating
| f (x)] for each x deterministically and obtaining the maximum over all input x.

As we can see, the nonlinearity of the function f(x) = x;x, @ x3x4 is 0.375. It
is easy to observe that computing the exact nonlinearity as in Listing 3.2 requires
O(2°") many queries to the oracle, if the function was given as an oracle (which
is generally the case). Alternatively, we can use methods involving Fast Fourier
transform that uses 2" space and computes the exact nonlinearity in just O(n - 2")
oracle queries.

However, for most applications it is sufficient to obtain an estimate of the non-
linearity instead of computing the exact nonlinearity of the functions. It is expected
for the computational cost of estimation to depend directly on the required accuracy.
At the moment of writing the book we are not aware of any quantum algorithm that
estimates the nonlinearity of a Boolean function in better than exponential time for
any given accuracy.

3.4 Linearity Testing

We learnt about nonlinearity in the previous section but we did not come across
any quantum algorithm for the same. A related, simpler problem for which there is
a quantum algorithm is that of detecting if a function f(x) is linear (i.e., has zero
nonlinearity) or not.

We saw previously that an n-bit linear function f;(x) canberepresented as f;(x) =
a - x forsomea € {0, 1}". Alternatively, a Boolean function f(x) is said to be a linear
function if f(x) @ f(y) = f(x @ y) for all x, y € {0, 1}". The equivalence of the
two definitions is quite straight forward. If a function f (x) is defined as f(x) = a - x,
then for any two n-bit strings x and y, wehave f(x @ y) =a- (xDy)=(a-x) D
(a-y)= f(x) ® f(y). The proof of the converse is left to the readers as an exercise.

Given two functions f and g, we say that the functions are e-far if the number of
points at which the functions f and g differ is atleast € - 2". Mathematically, f and
g are e-far if

Hx e {0, 1} : f(x) # g(x)}| = €-2"
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Further, a function f is said to be e-far from a set § of Boolean functions if f is e-far
from each of the Boolean function g in S.

At this point, we know that the Walsh coefficient of an n-variate linear function
of the form f(x) = a - x at a point w can be given as

" 1 ifo=a
flw) = .
0 ifw#a

In the classical setting, the linearity of a Boolean function can be performed using
the Blum-Luby-Rubinfeld test or in short, the BLR test. It is known that any linear
function f(x) mustsatisfy f(x @ y) = f(x) & f(y). The BLR test is a probabilistic
classical test that checks this condition, slightly modified to also incorporate affine
functions. We describe this algorithm in Algorithm 3.1.

Input: A Boolean function f on n variables
Output: YES/NO
1b=f(0";
2 for t many times do
3 Randomly choose distinct x, y € {0, 1}";
4 Check the condition f(x @ y) =b @ f(x) D f(y);
5 if the condition is not satisfied then
‘ report that f is not affine (NO) and terminate;
end
end
6 Report that the function is affine (YES);

Algorithm 3.1: Classical algorithm for checking if a Boolean function is affine.

Let, for instance, an affine function f(x) = a - x & b (for some secret a and b)
be given as input to the BLR test. Since the condition f(x & y) = f(0") & f(x) &
f(y) is always satisfied, the test outputs that the function f(x) is affine. On the other
hand, if a non-affine function g(x) is given as input to the test, the test could output
NO if the randomly chosen x, y are such that f(x & y) # f(x) ® f(y) & f(0").
But the test could also output YES in the event that none of the randomly chosen x, y
violate the equality condition. So, if the test reports NO, then the input function is
certainly not linear. However, if the test reports YES, then the input function is linear
with some probability. It can be shown that we can decide if a given function is e-far
from the set of affine functions with probability 2/3 if we set t = c% for a constant
¢ that comes out of the analysis of the BLR test. This analysis is quite involved and
we ignore it for now for the benefit of the readers?.

Let us now try to implement the classical BLR test using python. For the purpose
of implementing the test, we use the 6-bit function f(x) = x1xy @ x3x4 D X5X¢.

2The enthusiastic readers are directed towards [1] for the detailed proof.
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#Importing the required classes and modules
from random import randint

#Defining a function that given an input x

#returns f(x)=x1x2+x3x4+x5x%x6
def func (x):
f = (int(x[0]) *int(x[1 ]))+\
(int (x[2]) *int (x[3])) +
(int (x[4]) *int (x[5]))

return f

#Defining a function that on input the Boolean
#function as func the size of the input to the
#Boolean function as n and the maximum number

#of iterations as t, returns if the given Boolean
#function is affine or not.

def BLR (func,n,t):

z = bin(0) [2:].2zfill (n)
b = func(z)
for i in range (t):

x = randint (0,15)

v = randint (0,15)

while x==y:
y = randint (0,15)

xbin = bin(x)[2:].z£fill (n)

vbin = bin(y) [2:].z£fill (n)

xybin = bin(x"y) [2:].z£fill (n)

if func(xybin) != (func (xbin) " func (ybin) " b):

return "Not Affine"
return "Affine"

print (BLR (func,6,10))
Listing 3.3 Python code to perform BLR test on function xjx2 @ x3x4 @ x5x6

Output:
Not Affine

In Listing 3.3, we define two functions namely, func () that returns the value
of f(x) when given x as input and BLR () that given a Boolean function func, the
size of the input to func as n and a parameter t, returns as output if func is affine
or not. If BLR () returns not affine then with certainty f(x) is not affine. On the
other hand if BLR () returns affine, then with high probability the output is correct.
In the function BLR (), for t many times we perform the following: two random
non-equal inputs x and y are obtained and their corresponding f values are checked
to see if the condition f(x ® y) = f(x) & f(y) & f(0) holds. If the condition does
not hold, then the function returns "Not Affine". If the condition holds for all the t
iterations, then BLR () returns "Affine".

We can infer from the output that the function f(x) = x;x, @ x3x4 @ Xx5x¢ is not
affine.
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Now, that we have a probabilistic classical algorithm to test if a given function is
affine or if it is e-far from the set of all affine functions that makes only O (%) queries
to f(x), the natural question that surfaces is if we can perform the same task with
lesser number of queries on a quantum computer. What do you think? If at all we can
perform better in a quantum setting, what tools can we use to provide an algorithm
that can outperform the BLR test?

Well, let us first look at a quantum algorithm that performs a linearity test with
the same query complexity as that of the BLR test. This quantum test uses the circuit
of the Deutsch-Jozsa algorithm. It’s algorithm is as given below.

Input: A Boolean function f on n variables
Output: YES/NO

Run the Deutsch-Jozsa algorithm except the final measurement;
Let |¢/) be the output state of the DJ algorithm;
Measure |y) in computational basis and store the output as ag;
fori =1t1tdo
Run the Deutsch-Jozsa algorithm except the final measurement;
Let |¢) be the output state of the DJ algorithm;
Measure |y) in computational basis and store the output as a;;
If a; # ap Return NO (Not Affine);
end
9 Return YES (Affine);

Algorithm 3.2: Quantum test for checking whether a Boolean function is affine.

AN R W N -

Observe that similar to the classical case, the quantum test always outputs “affine”
if the function is affine. However, if the given function is not affine then the algorithm
may not always be correct. If the algorithm returns NO (not affine), then it is always
correct, but if the algorithm returns YES (affine) then the given function is affine only
with probability 1 — (1 — 2¢)?. This probability can be computed in the following
manner. For any e-far function f(x), we know that f(x) # a - x @ b for at least
€ - 2" points for any a € {0, 1}" and b € {0, 1}. A direct consequence of this is that
the normalized Walsh coefficient of the function f (x) at any point a satisfies | f (a)] <
1 — 2¢. Recall that the probability of observing c as the output of the Deutsch-Jozsa
algorithm is | f (¢)|?. Thus, for any i # 0, the probability of obtaining a; = aq is
less than or equal to (1 — 2¢)%. Hence the probability of observing a; = ay for all
i is less than or equal to (1 — 2¢)* in ¢ independent attempts, and this is the way
the algorithm can mistakenly return YES for a non-affine function. If we choose
t = O(é), then the error probability reduces to less than % Observe that the query
complexity of the quantum test, using only one repetition, i.e., = 1, is same as that
of the BLR test.

We now implement the quantum test for linearity in Qiskit. We perform the test on
the 6-bit function f(x) = x;x, @ x3x4 D x5x6. The Qiskit implementation is done
using the following code:
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#Importing required classes and modules
from giskit import *

#Defining a function that returns the oracle circuit
#of the Boolean function f(x) = x1x2+x3x4+x5x6.
def oracle () :

orcl = QuantumCircuit (6)
orcl.cz (0,1)

orcl.cz (2,3)

orcl.cz (4,5)

return orcl.to_instruction ()

#Defining a function that returns the output obtained
#on measuring the quantum circuit corresponding to
#implementing Deutsch-Jozsa algorithm on the =zero
#state where the oracle is given by the oracle ()
#function

def DJ() :
g = QuantumRegister (6)
c = ClassicalRegister (6)
gc = QuantumCircuit (g,c)

gc.h(range (6))
gc .append (oracle (), range (6))
gc.h(range (6))

for i in range (6) :
gc .measure (i,5-1)

backend = Aer.get_backend(’'gasm_simulator ')
gjob = execute (gc, backend, shots=1)
[res] = [val for wval in gjob.result () .get_counts ()

]
return res

#Defining a function that takes as input the maximum
#number of iterations and returns 1if the given
#function is affine or not.
def g_lin_test(t):
a0 = DJ ()
for i in range (t) :
a = DJ()
if al!=al:

return "Not Affine"
return "Affine"
test_res = g_lin_test (10)

print (test_res)

Listing 3.4 Qiskit code for quantum linearity testing on function x1x2 @ x3x4 ® X5X6
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Output:
Not Affine

The functions in the Qiskit code in Listing 3.4 are quite direct. oracle () returns
the quantum oracle circuit for the function f(x) = x1x, @ x3x4 @ x5X6. As conveyed
earlier, the oracle for a function is generally given as a black box in practice. The
function DJ () implements the Deutsch-Jozsa circuit on the [0") = ‘06) state using
the oracle given by oracle () and returns the state that is obtained on performing a
single measurement. g_1in_test () ontaking as input a parameter t, first obtains
an output, say ao, from DJ () and for t times obtain an output, say a ,from DJ ()
and checks if ap = a. If ay # a in any of the t iterations, then g_lin_test ()
outputs "Not Affine" else it returns "Affine".

The obtained output clearly indicates that the given function f(x) = xjx; @
X3X4 D X5X¢ 18 not affine.

It is now time to look at a quantum algorithm that performs the linearity test but
with a speedup. But before jumping into the algorithm, let us first do an analysis
of the quantum test in Algorithm 3.2. Observe that the Algorithm 3.2 returns YES
wrongly if in all the ¢ iterations we obtain a; = ay. So, if we could decrease the
probability of obtaining the measurement outcome as ag or equivalently if we could
increase the probability of obtaining the measurement outcome a; # ay, then we
could reduce the error probability and thus the query complexity. We will see below
that Grover’s algorithm is just the right thing.

As discussed in the first section of this chapter, Grover’s algorithm provides a
way to increase the amplitude of the states of our interest. Let us now explore the
possibility of using the Grover’s algorithm to amplify the amplitudes of the basis
states |a;) # |ag). In Sect.3.1, we introduced an operator called the Grover iterate
given as G = H®"UyH®"U; where Uy is the oracle that acts as

|x) if x) = |0®")
—|x)  otherwise ’

Uslx) = {
and Uy is an oracle that acts as

—|x) if |x) is a good state

Urlx) = {

|x) otherwise

For the current problem we use a modified Grover iterate which is given as G =
AU5ATUf where A is an operator such that A |0") = |¢) = er{o,l}" f(x)|x). And
we further use Uy that acts as

—lx)if |x) # lao)

|x) otherwise

Uylx) = {

This allows us to write the iterate G as G = AUaATUf = Q) (¥l —DHUy.
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Now, the state [yr) = er{oﬁl}n f(x) |x) can be expressed as cos 6 |ag) + sin 0 |ag)
where @, contains all the computational basis states except the state |ap). Con-
sider applying the iterate G on the state [¥). We can easily compute the output
state to be |y) = cos36 |ap) + sin 36 |ap). Using induction, it is quite straight
forward that on applying the iterate G 1 times, we obtain the output state as
[r1) = cos (2t + 1) |ag) + sin (2t + 1)8 |ag). The improved quantum algorithm for
testing linearity is built on this behaviour. Consider the following quantum algorithm.

Input: A Boolean function f on n variables
Output: YES/NO

1 Let |¢/) be the output state of the Deutsch-Jozsa algorithm.;

2 Measure |) in computational basis and store the output as ap;

3 Construct the iterate G = Q) ¥l — DUy,

4 Apply Gon |) for ¢ times and measure the final state in computational basis. Let the output
be a;;

5 If a; # ap Return NO (Not Affine) ;

6 Else return YES (Affine);

Algorithm 3.3: Better quantum test for checking if a Boolean function is affine.

In Algorithm 3.3, if the input function is an affine function, then the state |v) is
of the form |v¥) =1 - |ag) + 0 - |ag). Hence, the iterate G does not have any effect
on the state |) and so the measurement output after ¢ iterations will be still be |ag).

Alternatively, if the function in question is e-far from the set of affine func-
tions, then we have the state |{) as |Y) = cosf |ag) + sin 6 |ay) where sinf >
0. So, on applying G' on [v), we obtain the state |i;) = cos (2t + 1)0 |ap) +
sin (21 4+ 1)0 |@y) where sin® (2t + 1)0 > % Thus, on measuring the state |y;), we
would obtain a measurement outcome a; # ap with probability > %

Algorithm 3.3 is complete once we determine the ¢ that would give us the optimal
results. Note that r does not have any effect if the given function is affine. So, we move
to the other case, where we have | f (ap)| <1 — 2e. Alternatively, in the state |) =
cos @ |ag) + sin 6 |ag), we have cos? 0 < (1 —2¢)2. So sinf > /1 — (1 —2¢)?2 =
v/4€ — 4€%. Now, note that if a function f (x) is e-far from a function g(x), then f (x)
is also 1 — e- far from the function g(x) @ 1. So when a function f(x) is e-far from
the set of all affine functions, it should be true that 1 — € > €. This inequality holds
only whene < % So, we have sin 6 > /4e — 4€2 > +/2¢. The last inequality comes
from the fact that fore < %,«/2(1 —€) > 1. Wenow need ¢ such that sin (2t 4+ 1)0 ~

lor(2t +1)6 =~ % Using the approximation sin 6 & 6 for small 6 and the inequality
sin® > +/2¢ in obtaining 7, we get t = 0(\/%). This is a quadratic speedup over the
earlier quantum test!

Our next task is to implement the improved quantum test for linearity in Qiskit.
We again run this test on the 6-bit Boolean function f(x) = x1x, @ x3x4 D Xs5X6.
The code for the implementation looks like the following:
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#Importing the required classes and modules
from giskit import *
from giskit.circuit.library import *

#Defining a function that returns the oracle circuit

#0of the Boolean function f(x) = x1x2+x3x4+x5x6.
def oracle () :
orcl = QuantumCircuit (6)

orcl.cz (0,1)
orcl.cz (2,3)
orcl.cz (4,5)
return orcl

#Defining a function that returns the output obtained
#on measuring the quantum circuit corresponding to
#implementing Deutsch-Jozsa algorithm on the zero
#state where the oracle is given by the oracle ()
#function

def DJ_w_meas (n) :

d = QuantumRegister (n)
c = ClassicalRegister (n)
gc = QuantumCircuit (g, c)

gc.h(range (n))
gc . append (oracle (), range (n))
gc.h(range (n))

for i in range (n) :
gc .measure (i,n-1-1)

backend = Aer.get_backend(’'gasm_simulator ')
gjob = execute (gc, backend, shots=1)
[res] = [val for wval in gjob.result () .get_counts ()

]
return res
#Defining a function that on input n returns the

#n-qubit quantum circuit that implements the
#Deutsch-Jozsa algorithm using the oracle given

#by the oracle () function.
def DJ_wo_meas (n) :
g = QuantumRegister (n)
gc = QuantumCircuit (q)

gc.h(range (n))
gc .append (oracle (), range (n))
gc.h(range (n))

return dgc
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#Defining a function that on input a string x, returns
#an oracle for the Boolean function f(y)=0 if and
#only 1if y=x.

def cust_oracle (x) :

orcl = QuantumCircuit (len(x))
if x[-11=="0":

orcl.x(-1)
orcl.append (ZGate () .control (len(x) -1, ctrl_state=x
[::-11[1:1), range(len(x)))
if x[-11=='0":

orcl.x(-1)
orcl.z (0

)
orcl.x (0)
orcl.z (0)
orcl.x (0)

return orcl

#Defining a function that on input a string x returns
#the gquantum circuit corresponding to the Grover'’s
#iterate that amplifies the amplitude of all the basis
#state except the state |[x>.

def grover_iterate (x) :

n = len(x)

gc = QuantumCircuit (n)

gc .append(cust_oracle(x), range (n))

gc .append (DJ_wo_meas (n) . inverse (), range (n))
gc.x(-1)

gc .append (ZGate () .control (n-1,ctrl_state='0"*(n-1)
) ,range (n))

gc.x(-1)

gc .append (DJ_wo_meas (n), range(n))

return dgc

#We obtain the first output as reference and compare
#the next obtained output against al.
a0 = DJ_w_meas (6)

#Creating a quantum circuit that applies the DJ
#circuit and amplifies all the basis states except
#the state |a0>.

gc = QuantumCircuit (6,6)

gc .append (DJ_wo_meas (6) , range (6) )

for i in range (2) :
gc . append (grover_iterate (al), range (6))

for j in range (6) :
gc .measure (j,5-3)

#Executing the quantum circuit in simulator and
#obtaining the output.
backend = Aer.get_backend(’'gasm_simulator’)
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agjob execute (gc, backend, shots=1)
[at] = [val for wval in gjob.result () .get_counts ()]

if at==a0:

print ('Affine’)
else:

print ('Not Affine’)

Listing 3.5 Qiskit code for the improved quantum linearity test

Output:
Not Affine

The Qiskit code in Listing 3.5 can be thought of as an extension to Listing 3.4.
Similar to the previous listing, we have defined an oracle () function that returns
the quantum oracle circuit. We also define DJ_w_meas () that takes as input a
parameter n, implements the Deutsch-Jozsa circuit on the state |0)®" and returns
the state obtained on performing a single measurement. Along with these we also
define a few more functions, namely DJ_wo_meas (), cust_oracle() and
grover_iterate ().ThefunctionDJ_wo_meas () takes a parameter n as input
and returns a circuit that implements the Deutsch-Jozsa circuit on the state |0)®".
cust_oracle takes an input x and returns a quantum oracle circuit for the Boolean
function f(y) =0 <= y = x. The grover_iterate function takes an input
x and returns a quantum circuit that is the Grover iterate that amplifies the state |x).

Then, we obtain the output state, say ag, of the function DJ_w_meas (). We
then initialize a quantum circuit, say gc, and implement the Deutsch-Jozsa circuit
on it by appending the circuit obtained as an output of the function DJ_wo_meas.
Notice that at this point if we were to measure the circuit gc, we would obtain a
state |x) with probability | f (x)|?. Next, we obtain the circuit for the Grover iterate
using the function grover_iterate () with g as input and append the same to
gc some m many times. Subsequently, we measure the circuit gc once and check if
the obtained output matches with ag. If they match then we return "Affine" else we
return "Not Affine". “Not Affine” here implies that the function is € far from the set

of affine functions where ¢ = O (%)

As the output of Listing 3.5 indicates, the given function f(x) = x1x2 @ x3x4 @
X5X¢ 1s not affine.

Linearity is one of the important properties of a Boolean function and not just
from a cryptographic point of view. Linearity testing has direct consequences to the
theory of NP-completeness, and problems in group theory and coding theory.

3.5 Resiliency

An n-bit Boolean function f(x) is said to be m-resilient if the Walsh coefficient of
f(x) at all the n-bit strings of weight at most m are zero. The number of x such that
wt(x) < m can grow very large — exponential in n. This is easy to see since the
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number of n-bit strings with weight exactly 7 is (n /2) = @(j—%). To ascertain if a

Boolean function is m-resilient, a classical algorithm would have to compute f (x)
for all x with wt(x) < m while verifying that all of them are zero and this is clearly
going to be an exponential-time operation.

The immediate question that follows this analysis is the possibility of performing
the same task better on a quantum computer. We know that the output state of the
Deutsch-Jozsa algorithm is a superposition of the form

) = Z F)lx).

xe{0,1}

Can we use this state to determine if the given function is m-resilient? The following
algorithm answers the question.

Input: A function f on n variables
Input: Order of resiliency m
Input: The number of iterations r
Output: YES/NO

1 for r many times do
2 Let |¢/) denote the output state of the Deutsch-Jozsa circuit;
3 Measure |y) in the computational basis and store the output as u;
4 if wt(u) < m then
‘ Report that the function is not m-resilient (NO) and terminate;
end
end
5 Report that the function is (probably) m-resilient (YES);

Algorithm 3.4: Resiliency checking using Deutsch-Jozsa algorithm.

Now, we analyze the above algorithm. Define S as the set {x € {0, 1}" : wt(x) <
m} and define p to be a partial sum of the Walsh spectrum of f(x) in the following

manner. N
p=Y_ fix)

xeS

Observe that the algorithm returns NO only when it manages to find some u with
weight at most m and with non-zero f (u); thus, we can claim with certainty that the
given function is not m-resilient.

Now consider the case when the algorithm returns YES. We want to analyze the
probability of the algorithm making an error, i.e., the function was actually not m-
resilient. The probability of obtaining a string x ¢ S is 1 — p for such a function.
Then, the probability of obtaining a string x ¢ S in all of the 7 iterations is (1 — p)".
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It is tempting to set r = c% for some suitable ¢ so that (1 — p)" < %, and for this
r the algorithm answers correctly with probability at least % Keep in mind that the
query complexity in this case would be @(%).

Unfortunately, this approach does not turn out to be efficient since f 2(a) can be
as low as % when not zero; thus, it is possible to have p as low as %, in which case
the query complexity of the algorithm is exponential similar to that of the classical
algorithm. Therefore, this algorithm is no better that its classical counterpart in the
Wworst case.

We saw above that it is not always easy to design a quantum algorithm that is better
than a classical one. You may be wondering if there is a better way with a smaller
query complexity compared to the classical test? Well, we can indeed perform better
using the Grover’s amplification algorithm along with the above quantum algorithm.

Recall the definition of S from above and define S as the set of all the other n-bit
strings. Define two (normalized) states

> ires S () [x) Y s SO 1)
Zx:xES fZ(x) Z_\x;ygf fz()’)

For our next algorithm, we start with the final state obtained from the Deutsch-
Jozsa circuit and express it in terms of | X) and |Y).

1X) = 1Y) =

W)= Y fo) =) fO)+ Y fO)ly) =alX)+b]Y)

xe{0,1}" x:x€S§ y:yeS

where [al> = Y. _¢ f2(x) = sin?0 and |b|? = > yyes F2(y) = cos? 6 for some 6.

Notice thatthe states {|x) : x € S}are precisely the states that we are interested in
obtaining as measurement outcomes. If we could increase the probability of observing
these states that will further increase the probability of our algorithm returning NO
when the given function is actually not m-resilient. The trick to accomplish that lies
in the Grover’s algorithm.

‘We know that the Grover’s iterate constitutes of two operations: a reflection about
the bad states and a reflection about the initial state. The reflection about the bad
states was accomplished by incorporating a negative phase on all the good states.
Notice that this phase inversion can be performed by the oracle of a function which
takes on value 1 if |x) is a good state and 0 otherwise. So, in our case, since any state
whose weight is less than m is a good state, we use the oracle U, corresponding to
the function g(x) defined below.

1 ifwt(x) <m
gx) =
0 else
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An important observation here is that g(x) is symmetric. A symmetric function
can be efficiently implemented by a classical circuit based on Boolean logic. More
precisely, the circuit complexity of an n-bit symmetric function is 4.5n 4+ O (n).
Moreover, it is a well known result that a quantum circuit of comparable efficiency
can be constructed to simulate any classical circuit. All of these put together, we
can observe that it is possible to implement a quantum circuit that implements the
oracle U, using polynomial in n many gates. Now that we are assured that U, can
be implemented efficiently, we move on with description of the algorithm.

Using U, to reflect about the bad states, we can now express the Grover iter-

ate as G = (2 ) (| — I)Ug. On applying G once on |y), we obtain the state

[Y) = sin(30) | X) + cos(30) |Y); observe the increase in the amplitudes (and prob-
abilities) of the states corresponding to the strings with weight at most m. So, after ¢
applications of G, we would obtain a state of the form |v,) = sin((2¢ 4+ 1)6) | X) +
cos((2t + 1)0) |Y). In order for us to maximize the benefit of Grover’s amplifica-
tion, we need to choose a ¢ such that sin((2¢ + 1)0) ~ sin(%). A small calculation
would reveal to us that this can happen if r = O (%). For large n, we can approximate
6 = sin6 and hence, we get t = O(Lp) since p = sin®@. This is quite clearly a
quadratic speedup over Algorithm 3.4. Notice that even in the worst case scenario
when p = 0(2%), using Grover’s amplification we can obtain a good state with
probability close to 1 in just O(2") queries compared to the O(2?") many queries
required in the classical approach in the worst case assuming the use of linear space.

Putting it all together, our improved quantum algorithm for testing if a given
Boolean function is m-resilient is described below.

Input: An n-bit Boolean function f, available in the form of a unitary operator U ¢
Input: Order of resiliency m
Input: Number of iterations r
Input: A series of positive integers 71, . . ., , related to the number of Grover’s iterations
Output: YES/NO
1 Compute S = {x € {0, 1}"|wt(x) < m};
2 fori=1trdo
3 Apply Deutsch-Jozsa algorithm to obtain [¢/) = )" ¢ F) 1x) + Zy¢s FOly);
4 By applying Grover’s iteration, obtain W[i) =[QIY) (¥l — DU |¥);
5 Measure |\, ) in the computational basis to obtain n-bit string u;
6 if u € S then
‘ Report that the function is not m-resilient (NO) and terminate;
end
end
7 Report that the function is (probably) m-resilient (YES);

Algorithm 3.5: Resiliency checking using Grover’s algorithm.
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Algorithm 3.5 applies the Grover’s iterate ¢; time at the i"” iteration. The efficiency
of the algorithm comes from carefully choosing the #; values which we now explain.
We argued above that t = O(ﬁ) many queries would be sufficient to amplify the
probability of obtaining the states x € S upon measurement. However, we do not
know the value of p to start with. In fact, had we known the value of p apriori then
we could directly determine if the function is m-resilient or not. We face with an
apparent ambiguity on the optimal choice of ¢.

We require a bit of analysis to resolve the crisis. Recall that our objective is to
observe some state x € S if the given function is not m-resilient, or equivalently,
the state after amplification should be of the form |1//,,.) =sin6; | X) 4+ cosH; |Y) in
which sin 6; is greater than or equal to some constant, say ¢ = sin 6,. This implies
that we need some ¢; such that 6, < (2t; + 1)0 < 7 — 6. Let us now divide the
angular region [0, %] into r intervals as {(ct;+1, o1, (o0, 0tr—1], - - -, (02, 0¢1]} where
O=op1 <o, < - <ap <o = % Now, if 0 € (¢;+1, ;] then we need ¢; such
that 6, = 2t; + Doy < 2t; + )0 < 2t; + 1)a; = w — 6. — this has to hold for
every i. Hence, we have the conditions on ¢;’s as

0. = 2t + Dojyg and 2t; + Doy = —6...
Similarly, we also have
0. = 2ti_1 + Da; and 2t;_1 + Doy =7 — 6,.
From these two conditions, we get

21‘,’4‘1_7[—95
26, +1 6,

Using the initial condition as #; = 0 and solving the recurrence, we have

i-1
T — 06,

2t; 1= .
" ( 0. )

This determines the number of Grover’s iterations ¢; required for the i’ iteration.
Using the values of /s, we choose the values of «s for i =2, --- , r such that the
conditions (2t; + ;1 < 2t; + 1)6 < (2t; + 1)«; are not violated. Notice that the
t/s are such that #; < f;; foralli =1,--- ,r — 1 and ¢, is such that ¢, = O(ﬁ)
which is the number of Grover iterations in the worst case. Now, in the worst case,
we have sin((2t, + 1)8) ~ 1 which implies 2¢, + 1 &~ % Using the approximation

that sinf ~ 6 for large n, we get 2t, + 1 ~ 57— = ﬁﬁ. As a consequence we

r—1
have <”9_9“> ~ 5Z-. From this relation, we obtain r as r & log-e. ( or
Oc

: 7)
r= 0(10g (\%))) This tells us that the Algorithm 3.5 makes at most log (ﬁ)
measurements. Now that we know the values of #;’s and , we will compute the total

(4

<
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number of queries made by the algorithm to the oracle of the given function. The
total number of queries can be expressed as

- 2 = (-,

r
i=1

r—1
Using a result from geometric progression and the fact that (”0’_9") =2t +1=

1[ 75 —1 T
radf ol e (T }
2[(”9;?)—1 ¢ (575

Since “3% > 1, we finally have T = O(3) = O().

So to summarise, if Algorithm 3.5 returns NO, then it is always correct and the
given function is not m-resilient. However, if the algorithm returns YES, then with
probability p = 1 — cos® ((2t, + 1)6) the given function is correctly identified to
be m-resilient. Using the values of » = O (log (\/Lﬁ)) and 1, = O(ﬁ), the success
probability turns out to be a constant.

Now, we show how to implement Algorithms 3.4 and 3.5 in Qiskit and try it on
the function f(x) = x;x; D x3x4 D X5X6.

I
20°

I #Importing required classes and modules
> from giskit import *
3

4+ #Defining a function that returns the oracle circuit

s #of the Boolean function f(x) = x1x2+x3x4+x5x6.
¢ def oracle () :

7 orcl = QuantumCircuit (6)

3 orcl.cz (0,1)

9 orcl.cz (2,3)

10 orcl.cz (4,5)

11 return orcl.to_instruction ()

12

13 #Defining a function that on input n returns the

14 #output obtained onmeasuring the n qubit gquantum

15 #circuit corresponding to implementing Deutsch-Jozsa
16 #falgorithm on the zero state where the oracle is

17 #given by the oracle () function
18 def DJ(n) :

19 d = QuantumRegister (n)

20 c = ClassicalRegister (n)

21 gc = QuantumCircuit (g,c)

22

23 gc.h(range (n))

24 gc .append (oracle (), range(n))

25 gc.h(range (n))
26
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for i in range (n) :
gc .measure (i,n-1-1)

backend = Aer.get_backend(’'gasm_simulator’)
gjob = execute (gc, backend, shots=1)
[res] = [val for wval in gjob.result () .get_counts ()

]
return res

#Defining a function that performs the resiliency
#check as described in Algorithm 4.
def res_check_DJ(n,m,r) :
for i in range (r):
u = DJ_with_meas (n)
wt_u = 0
for i in u:
wt_u += 1int (1)
if wt_u <= m:
return "Not "+str (m)+"-resilient"
return str(m)+"-resilient"
res_check_DJ (6,2,3)

Listing 3.6 Qiskit code to check resiliency using Deutsch-Jozsa algorithm

Output:
Not 2-resilient

The code in Listing 3.6 is a slight modification of the code in Listing 3.4. The
functions oracle () and DJ () are exactly as defined in Listing 3.4. Along with
those, we define the function res_check_DJ () that take three parameters n, m
and r as input. In res_check_DJ (), for r many times we obtain output from
DJ () with input n and check its weight against m. If the weight is less than m in
some iteration then res_check_DJ () returns "Not m-resilient" else it returns "m-
resilient”. We then call res_check_DJ () withinputsn =6, m=2 and r =3 to
check if the function f(x) = x1x, D x3x4 D x5x6 is 2-resilient.

From the output of Listing 3.6, we can observe that the function f(x) = x;x, &
X3X4 D X5X¢ 1S not 2-resilient.

Next, we provide the Qiskit code to implement the improved quantum resiliency
test on the same function that is f(x) = x;x2 @ x3x4 D x5X6.

#Importing the classes and modules

from giskit import *

from giskit.circuit.library import *

from giskit.aqua.components.oracles import
TruthTableOracle as tto

#Defining a function that returns the oracle circuit
#of the Boolean function f(x) = x1x2+x3x4+x5x6.
def oracle () :

orcl = QuantumCircuit (6)
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orcl.cz (0,1)
orcl.cz (2,3)
orcl.cz (4,5)
return orcl

#Defining a function that on input n returns the
#n-qubit quantum circuit that implements the
#Deutsch-Jozsa algorithm using the oracle given

#by the oracle () function.
def DJ_wo_meas (n) :
d = QuantumRegister (n)
gc = QuantumCircuit (q)

gc.h(range (n))
gc .append (oracle (), range (n))
gc.h(range (n))

return gc

#Defining a function that on input n and m returns an
#quantum oracle circuit corresponding to the n-bit
#Boolean function f(x)=1 if and only if the Hamming
#weight of x is atmost m.
def weight_oracle(n,m):
g = '
for i in range (2**n) :
x = bin(i)[2:].2z£fill(n)
wt = 0
for j in range(n) :
wt += 1int ()
if wt <= m:
g+="1"
else:
g+='0"

return tto(g,optimization=True,mct_mode='noancilla
") .cilircult

#Defining a function that on input n and m returns the
#n qubit gquantum circuit corresponding to the Grover's
#iterate that amplifies the amplitude of all the n bit
#bases states |x> where x is such that the Hamming
#weight of x is atmost m.

def grover_iterate(n,m) :

gc = QuantumCircuit (n+1)

gc.x(-1)

gc.h(-1)

gc . append (weight_oracle (n,m), range (n+1))
gc.h(-1)

gc . append (DJ_wo_meas (n) . inverse (), range (n))
gc.x(-1)

gc .append (ZGate () .control (n,ctrl_state='0"*(n)),
range (n) )
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gc.x(-1)
gc .append (DJ_wo_meas (n), range (n))

return gc

#Defining a function that on input n, m and a list t,
#returns if the n-bit Boolean function defined in
#oracle () is m-resilient or not.
def g_res_improv(n,m,t):
for i in range(len(t)):
gc = QuantumCircuit (n,n)
gc .append (DJ_wo_meas (n) , range (n) )
for j in range(tl[i]) :
gc .append (grover_iterate(n,m))
for k in range (n) :
gc .measure (k,n-1-k)

backend = Aer.get_backend(’'gasm_simulator’)

gjob = execute (gc, backend, shots=1)

[res] = [val for wval in gjob.result ().
get_counts ()]

wt_res = 0

for k in res:
wt_res += int (k)
if wt_res <= m:
return ‘'Not ’'+str(m)+’'-resilient’
return str(m)+"-resilient™"

#Setting m=4 to check if the function is 4-resilient.
n = 6

m = 4

t = [0,1,2,4]

print (g_res_improv(n,m, t))

Listing 3.7 Qiskit code for the improved quantum resiliency test

Not 4-resilient

Similar to the previous listings, in Listing 3.7 we define a few functions first.
We define oracle() and DJ_wo_meas () exactly as defined in Listing 3.5.
We then define weight_oracle () that takes as input two parameters n and m
and returns a quantum oracle circuit for the n-bit Boolean function f(x) =1 <—
wt(x) < m where wt() denotes the Hamming weight. We obtain the circuit using
the circuit () method of the TruthTableOracle () class of Qiskit. Recall
that given a binary input string s of size 2" as input, the TruthTableOracle.
circuit () method returns a quantum oracle circuit for the n-bit Boolean function
whose truth table string is s. We next define the grover_iterate () function.
grover_iterate () takes as two input parameters as n and m and returns the
Grover iterate circuit that amplifies the amplitudes of the states |x) where x is such
that wt(x) < m. Notice that to reflect about the states |x) where x is such that
wt (x) < m in the Grover iterate, we use the weight_oracle () function. Lastly,
we define the function g_res_improv () which on input n, m and t returns if
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the given n-bit Boolean function defined in oracle () is “m-resilient” or not using
Algorithm 3.5. In the code above, since we have defined the oracle for the func-
tion f(x) = x1x3 D x3x4 D x5x6, on calling the function g_res_improv () with
parameters n=6, m=4 and t=[0,1,2,4], it returns that f(x) is not 4-resilient as seen
in the output.

Further Reading

The quantum search algorithm was proposed by Lov Grover in 1996 [8] soon after
Peter Shor published his quantum algorithm to factor integers in 1994 [11]. Both of
these algorithms introduced quantum computing to the world outside of research labs
and academia as a useful and powerful alternative to conventional aka. classical style
of computation. Itis now understood that these two algorithms, as they were designed,
have limited practical applicability but many new techniques and algorithms have
been developed based on the principles that drive them. In this book, we focus on the
amplitude amplification technique that is the workhorse that drives Grover’s search
algorithm. This technique was separately studied and made available as a general
tool by Grover himself [9] and Brassard et al. [4, 5] independently.

The most well-known algorithm to identify nonlinear functions was designed by
Blum et al. [3] and is known as the BLR algorithm. However, its detailed analysis
came much later. Of particular importance is the technique proposed by Bellare et
al. [1] based on the relationship of nonlinearity with Walsh coefficients. Recently
the authors analysed the quantum version of the BLR algorithm and observed its
limitations in estimating the nonlinearity of a Boolean function [2]. Similar quan-
tum algorithms for testing linearity were earlier proposed by Hillery et al. [10] and
Chakraborty et al. [6].

The algorithm that we described for computing resiliency of a Boolean function
was designed by Chakraborty and Maitra [7] and is a typical example of combin-
ing amplitude amplification and the Deutsch-Jozsa algorithm, two very common
subroutines in quantum algorithms for Boolean functions.
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Chapter 4 ®)
Simon’s Algorithm and Autocorrelation ez
Spectrum

Abstract Simon’s algorithm is another important evidence that more efficient eval-
uations of certain properties are possible in quantum domain over the classical
paradigm. Given a vectorial Boolean function on n variables that has certain periodic-
ity, this algorithm is capable of obtaining the period in time complexity polynomial
in n. In this chapter, we explain this algorithm in detail. Then we concentrate on
the autocorrelation spectrum of a single output Boolean function and study how the
quantum strategies fare in this domain. We present quantum algorithms to study the
Walsh spectrum of higher order derivatives of a Boolean function. Examples and
Qiskit codes are presented to explain the methods.

Keywords Autocorrelation spectrum * Boolean function + Simon’s algorithm -
Walsh spectrum

4.1 Simon’s Algorithm

Suppose we are given a Boolean function f (x) : {0, 1} — {0, 1}* with a promise
that for any two arbitrary inputs x and y, f (x) = f(y) if and only if x =y & s for
some fixed s € {0, 1}" and k > % Our goal is to determine the shift s. This problem
is known as the Simon’s problem.

Using the method of compute and compare, a classical algorithm, in the worst case,
would need to compute the function on atleast 27 + 1 different input strings to obtain
two inputs that have the same functional output, and hence be able to determine s. But
how hard is the problem for quantum computers? Similar to the problems discussed
in the earlier chapters, is it possible to obtain a quantum algorithm that can solve the
Simon’s problem without making exponentially many queries to f ? These questions
are answered in the following discussion.

The Simon’s algorithm efficiently uses the exclusive concepts of constructive and
destructive interference available to quantum algorithms. Amazingly, it solves the
problem making only O(n) queries. Even though the algorithm applies to functions
with an atypical promise, it reaffirms the claim that there exists a class of problems
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Fig. 4.1 Circuit for Simon’s ®n n -
algorithm |UI > 7 -H H* /74
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for which quantum algorithms can provide solutions exponentially faster than the
best known classical algorithms.

The circuit for the Simon’s algorithm is similar to that of the Deutsch-Jozsa
algorithm except that the latter is used on Boolean functions with 1-bit output whereas
the Simon’s algorithm is used on Boolean functions that outputs multiple bits—we
denote the number of bits by k. The quantum circuit corresponding to the Simon’s
algorithm is given in Fig.4.1.

The evolution of the states after every layer in the circuit is calculated below.

‘0®n> }O®k He"®] Z |x) |0®k
éiﬁgmwm
e D M W)
=Y e (5 X0 )

The probability of observing a specific state |y) can be written as

HMhﬂ%Z@WWmW3

Let us now analyze this probability for the different values of s.
Casei: Let s = 0®". Notice that f is one-to-one. The probability for this case is
as calculated below.

Priy) =[5 S0 rn ||

2
—1)™ |x) H (since all f (x) are distinct)

2n
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So, when the shift s is 0%, we observe all the 2" states in {|y) : y € {0, 1}"} with
equal probability.

Case i : Let s # 0%". The probability of observing any |y) is now different. First
define asetA = {f (x) : x € {0, 1}"}—this is the set of all the unique values of f (x).
Now, we can write

3 2 (o + o) [

zeA

Pry)) = |

where x; = x; @ s and f (x;) = f (x) = z. Observe that x, = x; @ s and s0, x; - y =
x1®s)-y=(x1-y) @ (s-y). We can now simplify the expression further.

Pri) = |5 32 (1 4 cpme) |
Z€EA

[l S ()i
z€A

It is clear from the above expression that Pr(|y)) = O for all y such thats-y = 1.
This is an instance of destructive interference. On the other hand, for any y satisfying
s-y =0, we have 1 4+ (—1)"* = 2 which implies that Pr(|y)) = 21 = 2—1,1 This is
an instance of constructive interference. We now arrive at the conclusion that on
measuring the final state of the circuit given in Fig. 4.1, we always observe |y) such
that y - s = O—in fact, the “y” we observe is chosen uniformly at random from all
y’s that satisty y - s = 0.

The algorithm runs the circuit several times and takes O (n) measurements to obtain
n distinct strings that we denote yy, y», ..., y,—all of those satisfy y; - s = 0. This
gives us a system of »n linear equations with n unknowns. If the y; - s contain n — 1
linearly independent strings, then we can obtain the unknown string s by solving this
system of linear equations. It can be shown that the probability of obtaining such a
set of linearly independent y;’s is atleast 41'1' That is, O(n) measurements, and hence
O(n) queries, suffice to find the unknown shift s with constant probability.

Now, let us implement the Simon’s algorithm in Qiskit. Assume that we are given
the following oracle of 3-bit Boolean function f (x).

orcl = QuantumCircuit (6)
orcl.x(0)

orcl.ccx(0,2,5)

orcl.x([0,2])

orcl.cecx(0,2,3)

orcl.x(2)

orcl.cecx(0,1,3)
orcl.ccx(0,1,5)

oracle = orcl.to_instruction ()

Listing 4.1 Qiskit code of the given oracle for solving Simon’s problem
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Moreover, we are also promised that for any two arbitrary inputs x and y, f (x) =
f () if and only if x =y @ s for some s € {0, 1}*. Our objective is to find 5. We
implement the Simon’s algorithm using the following code:

I #Importing classes and modules.

> from giskit import *

3

4+ #Creating quantum register, classical register
s #and quantum circuit.

6 d = QuantumRegister (6)

7 ¢c = ClassicalRegister (3)

$ gCc = QuantumCircuit (g,c)

9

0 #Implementing the quantum routine of the algorithm.
ngc.h(lqgl0],qll],ql2]1])

12 gc.append (oracle, q)

3 gc.h([qgl0],qll],ql2]1])

s for 1 in range (3) :

15 gc .measure (g[i],c[2-11)

16

17 #Executing the circuit in simulator.

18 backend = Aer.get_backend(’gasm_simulator ')
v gjob = execute (gc, backend, shots=10)
20 counts = gjob.result () .get_counts ()

21 print (counts)

Listing 4.2 Qiskit code for Simon’s algorithm

1 Output:
> {’101’: 2, '001’: 3, ’100’: 2, '000’: 3}

From the output, we use the strings y; = 101, y, = 001 and y; = 100 to solve
the system of linear equations given by y; - s = 0. This system of equations can be
solved using methods like Gaussian elimination. In our case, on solving the system
and verifying that £ (000) = f(010) corresponding to the two solutions we obtain,
we see that the shift string s is 010. Notice that if £ (000) was not equal to £ (010),
then s must have been 000.

4.2 Autocorrelation Transform

Similar to the Walsh-Hadamard transform that we studied in Chap. 2, the autocorrela-
tion transform is another very important cryptographic tool used in the analysis of the
Boolean functions, especially the n-bit to 1-bit functions. The autocorrelation trans-
form of such a function represents the correlation among its values between all pairs
of points at different distances. Consider a Boolean function f : {0, 1}* — {0, 1}
and some point a € {0, 1}". We define the autocorrelation coefficient of f at a in the
following manner.

Af(a) = Z (— 1)f(X)@f(X63a) 4.1)

xel0,1)
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Af (a) can be perceived as the average correlation between the values of the function
at x and x shifted by a, taken over all possible points x. The list of the autocorrelation
coefficients at all the 2" points,

Af =[AF0), Af (D), -+, Af(2" = D]

where Af (i) is the autocorrelation coefficient of f (x) at the point whose decimal rep-
resentation is 7, is called the autocorrelation spectrum of the function f (x). It should be
observed that Af (0") = 2"—irrespective of f, and is therefore often ignored during
analysis of a Boolean function.

In this section, we will show how to design algorithms for the autocorrelation
spectrum. That will open the way for the other concepts like absolute indicator,
avalanche criteria, etc. But the algorithm that we will discuss will require yet another
property of Boolean functions—that of derivatives.

4.2.1 Higher-Order Derivatives

Higher-order derivatives of a Boolean function were explicitly introduced by Lai in
the context of cryptanalysis.

Definition 4.2.1: Derivative of a Boolean function

The (first-order) derivative of an n-bit function f : {0, 1} — {0, 1} in the
direction of a € {0, 1}" is defined as

Afa(x) =f(x®a) ®f(x).

For a list of points A = (ay, az, . .., a;) (Where k < n), the k-th derivative
of f at (ay, ay, . . ., a) is recursively defined as

Af;{k) (X) = Afuk(Aﬁ,(]k;;?,.,ukq (X))7

where Af, (k’l)_’ak_](x) is the (k — 1)-th derivative of f at points

a,az,..

(ay, aa, ..., ar—1). The O-th derivative of f is defined to be f itself.

Higher-order derivatives form the basis of many cryptographic attacks, especially
those that generalize the differential attack technique against block ciphers such
as integral attack, AIDA, cube attack, zero-sum distinguisher etc. These attacks
mostly revolve around the algebraic degree of a higher-order derivative. Let deg (f)
denote the algebraic degree of some function f. It is known that deg(Af 1) <
deg(Af?V) — 1; this immediately means that Af® is a constant function. Thus, if
the degree of the i-th order derivative of a function at some (a;, a, ...qa;) to be a
constant, then this fact is essentially a beacon for mounting an attack, especially, if
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i < n. These sort of attacks is one motivation to study the algebraic degree and the
other properties of higher-order derivatives. First, we show how to efficiently sample
from the Walsh-Hadamard spectrum of the i-th order derivative, for any given i. This
allows us to estimate if any higher-order derivative of f is biased towards any linear
function.

Despite the complicated expression for computing Af ®, it has an equivalent
expression that comes handy. For any multiset § of points from {0, 1}" (including
S = ), define the notation f (x ® S) = f (x & P, @); we define f(x B S) = f (x)
when § is empty. With the help of a little algebra, the i-th derivative of f at A =
(a1, ay, . ..a;) can be shown to be

AR =EPraxes)

SCA

where S C A indicates all possible sub-lists of A (including duplicates, if any, in
A) [5]. For example, the second-order derivative at a pair of points (a, b) can be
written as

A =f@ Bfc®a)Of xDb) OF xDadb).

For the sake of brevity, we will drop the superscript (i) if it is clear from the list A.

Now, we describe a quantum circuit that generates the Walsh-Hadamard spectrum
of the k-derivative of an n-bit function f at some set of points A = (ay, az, ... ax).
We refer to the circuit as HODJ,’[ (“Higher-order Deutsch-Jozsa” due to its similarity
to the Deutsch-Jozsa circuit).

We use |+) and |—) to denote the states J%(|o> + |1)) and JLE(|0> — |1)), respec-
tively. Observe that Uy |x) |[+) = |x) |[+) and Uy |x) |[=) = (=1 @ |x) |-).

The circuit for HoDJ,’f acts on k + 2 registers, Ry, ...Ry, Ri+1, R4 that are
initialized as:

e R; has one qubit that is initialized to |1),

e R, consists of n-qubits that are initialized to |0"),

e and each of R3 ... Ry, consists of n-qubits of which R, is initialized to the state
|a;) of A.

The circuit itself is a generalization of the quantum circuit for the Deutsch-Jozsa
problem [3] and uses the ability of the latter circuit to generate a distribution of
Walsh-Hadamard coefficients that was explained earlier.

Figure 4.2 shows the quantum circuit for HoDJn1 ; for this problem, A is a singleton
set, say {a}. The evolution of the quantum state as the operators are applied is as
follows:



4.2 Autocorrelation Transform 95
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Fig. 4.2 Circuit for 1st-order Walsh-Hadamard derivative sampling
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Therefore/,_\at the end of the circuit R, can be found to be in a state |y) with
probability Af,(y)? thus accomplishing the objective of sampling according to the
Walsh-Hadamard distribution of the 1st-order derivative of f.

We now present the Qiskit code to obtain the Walsh distribution of the 1st order
derivative of a given Boolean function.

I #Importing the required classes and modules

2> from giskit

import

*

3 from giskit.circuit.library import *

4

5 #Defining the oracle for the function f(x)=x1+x1x2+x1x2x3

+x1x2x3x4

6 def oracle () :

.cz (0,1)

7 circ

8 circ.z (0)
9 circ

10 circ.

11 circ.

QuantumCircuit (4)

append (ZGate () .control (2) , range (3))
append (ZGate () .control (3) , range (4))
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return circ

#Defining the size of the
#function f(x) and the sampling point a

n = 4
a = 0100

#Constructing a quantum circuit and

#described in Algorithm
gc = QuantumCircuit (2*n,n)
for i in range(len(a)):

if afil=="1":
gc.x(n+1i)
gc.h(range (n))
gc . append (oracle ()
gc.cx (range(n,2*n)
gc . append (oracle ()
gc.cx (range(n,2*n)
gc.h(range (n))

’

i

’

,

4 Simon’s Algorithm and Autocorrelation Spectrum

#Measuring the first n qubits

for i in range (n) :

gc .measure (i,n-1i-1)

#Executing the quantum circuit
backend = Aer.get_backend (’'gasm_simulator’)

shots = 8000

job = execute (gc, backend, shots=shots)
counts = job.result () .get_counts ()

#Constructing the list of the estimates of the
#First -Order Walsh derivatives at the point a

wd = []

for i in range (2**n) :

ind = bin(i) [2:]

if ind in counts:

wd . append (counts[ind]/shots)

else:

wd . append (0)

.z£fill (n)

input to the Boolean

implementing gates

in a simulator

print ("The estimate of the squared Walsh spectrum of the
First -Order Derivative spectrum at the point " + a + "
is ")
print (wd)

Listing 4.3 Qiskit code to obtain Walsh distribution of the 1st order derivative of f at the point
0100

Output:
The estimate of the squared Walsh spectrum of the
First -Order Derivative spectrum at the point 0100
is
[0.0625, 0.0625, 0.0625, 0.0625, 0.0,
0

0.0,
0.5625, 0.0625, 0.0625, 0.0625, 0

0.0, 0.0,
-0, .0, O 0

-0, .01
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Fig. 4.3 Circuit for Walsh-Hadamard sampling of 2nd-order derivative

The code in Listing 4.3 is quite straightforward. We first define the oracle circuit for
the function f (x) = x; @ x1x2 D x1x2%3 B x1x2x3x4 in the function oracle (). We
then set the size of input of f (x) as 4 and the point a as 0100. Following this, we merely
create and implement the circuit as in Fig. 4.2. Once the circuit is implemented, we
obtain and return the probability estimate of each of the points. The array of the
probability estimates of the points clearly correspond to the square of the Walsh
spectrum of the Ist order derivative of f (x) at the point 0100.

Next, an illustration of HoDJ? corresponding to the 2nd-order derivative is pre-
sented in Fig. 4.3 in which we use A = (a, b). We show the state of this circuit after
each layer of operators below.

Initial State : |1) |0")]a) |b)
o1
e 3 =) Ix) la.b)

v2r xe{0,1}
Uy 1 @)
- 7= D =YY =) Ix,a, b)
cvor; 1 .
— ﬁZ(—MH—) x & a) |a, b)
Uy 1
_) Z(_l)f(X)GBf(XGBa) |—) |x @ a) |a, b)
V2 &
CNOT;, 1 Z b
(_l)f(x)eaf(x@a)@f(x@a@ ) |_) |)C Dad b) |a’ b)
Ur ﬁ P
CNOTZ3 1 Z b b
RGN (_l)f(x)éBf(x@a)EBf(xéB )Bf (x@adb) |—) |x @ b) |a, b)
Uy ﬁ P
CNOT; 1 <
— (=) ®scen/ 0O | ) |x, a, b
F L

LI [Zi ) 1)”(_1)easga,b>f<x@5>] ly) la, b)
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Measuring R; at the end will collapse itinto |y) for somey € {0, 1}" with probabil-

ity Pr[y] = [% S (=D Afian (x)]2 = A/f(\a,m(y)2 that is the square of the Walsh
coefficient of Af(, ;) (2nd-order derivative function) at the point y.

Next, we present the code the creates a quantum circuit to obtain the Walsh
distribution of the 2nd order derivative of the function f (x) = x; @ x1x; @ x1x2x3 B
X1Xx2x3x4 at the points @ = 0100 and b = 0011.

#Importing the required classes and modules
from giskit import *
from giskit.circuit.library import *

#Defining the oracle for the function f(x)=x1+x1x2+
x1x2x3+x1x2x3x4

def oracle () :
clirc = QuantumCircuit (4)
circ.z (0)
circ.cz (0,1)
circ.append (ZGate () .control (2) , range (3))
circ.append (ZGate () .control (3), range (4))
return circ

#Defining the size of the input to the Boolean
#function f(x) and the sampling point a

n = 4
a = '0100"
b = 70011

#Constructing a quantum circuit and implementing gates
#as described in Algorithm

gc = QuantumCircuit (3*n,n)
for i in range(len(a)) :
if af[i]l=="'1":
gc.x(n+1)
if blil=="1"":

gc.x((2*n)+1)
gc.h(range (n))

gc . append (oracle (), range
gc.cx(range (2*n,3*n) ,ran
gc.h(range (n))

gc .append (oracle (), range (n))
gc.cx(range(n,2*n),range (n))
gc .append (oracle (), range (n))
gc.cx(range (2*n,3*n) ,range (n))
gc .append (oracle (), range (n))
gc.cx(range(n,2*n),range (n))
(n))
ge (n

))

#Measuring the first n qubits
for i in range (n):
gc .measure (i, n-1i-1)
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#Executing the quantum circuit in a simulator
backend = Aer.get_backend(’'gasm_simulator’)
shots = 8000

job = execute (gc,backend, shots=shots)

counts = job.result () .get_counts ()

#Constructing the list of the estimates of the
#Second-0Order Walsh derivatives at the point a
wd = []
for i in range (2**n) :
ind = bin(i)[2:].2zfill (n)
if ind in counts:
wd . append (counts [ind]/shots)
else:
wd . append (0)
print ("The estimate of the squared Walsh spectrum of

the Second-Order Derivative at the point " + a + "
and " + b + " 1s ")
print (wd)

Listing 4.4 Qiskit code to obtain Walsh distribution of the 2nd order derivative of f at the points
0100 and 0011

Output:

The estimate of the Walsh coefficients of the Second-
Order Derivative spectrum at the point 0100 and
0011 is

[0.251, 0, O, 0.248625, 0, O, O, O, 0.25, 0, O,
0.250375, 0, 0, 0, O]

Let us now understand the code in Listing 4.4. Similar to Listing 4.3, the code is
simple. We first define the oracle circuit of the function f (x) = x| @ x1x, D x1xx3 P
X1X2X3x%4 in oracle (). We then construct the circuit as in Fig.4.3 and run it the
gasm_simulator. Finally, we obtain an array containing the proportion of each
of the strings obtained in the output and report it as the estimate of the square of the
Walsh spectrum of Af, ;) (x) where a = 0100 and b = 0011.

The circuit can be generalized to higher values of k in a straight forward manner.
The following theorem formalizes this result where we ignore the first register since
that contains an ancillary qubit which is reset to its initial state at the end of the
computation. For counting the number of gates, please note that each of the CNOT
gates shown in Fig. 4.3 actually consists of n 2-qubit CNOT gates applied in parallel.

Theorem 4.1 For any A = (ai, az, ...ax) such that a; € {0, 1}" Vi, the HoDJnk
circuit uses n + 1 initialized ancilla qubits, employs k registers corresponding to the
points in A, makes 2* calls to Uy, O (n2*) calls to H and CNOT gates, has a depth
of 2(2% + 1) and operates as follows

0% 1) . Ja) 2% S D) ) lan) - e
y
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Proof The circuit is a generalization of those illustrated in Figs.4.2 and 4.3. At the
core is a sub-circuit that we denote by C’ and which acts as

) la) - lag) 1B) S 1x) laa) - . lax) [b @ Afia) ()

b@@f(x@5)>.

SCA

= |x)la1) ... |ax)

Construction of C’ uses a binary reflected Gray code (BRGC, or “Gray code” in
short) for the set of integers {0, 1, ..., 2% — 1}. Such a BRGC will be a sequence of
k-bit strings (codes) (g1, g2, - - - , go+) such that each g; is unique and every adjacent
code differ at exactly one position. Integer O is encoded by the code 0" and without
loss of generality, let g»« = 0". Due to the cyclic property of BRGC, g; must be some
k-bit string with Hamming weight 1.

C’ operates in 2k stages. We will use |A) as a shorthand for |a;) . . . |ax). The initial
state of the qubits, before stage 1, is |x) |A) |b). Observe that Pg 4 f (x B S) =

@iz;f(x ® (gj - A)) in which we used the notation g; - A = (g;j)1a1 ® (gj)2a2 S
... ® (gj)rax to denote a linear combination of some of the a;’s.

The j-th stage of C’ creates the state |x D (g - ﬂ)) | A) ’b &) @ézlf(g,' . 3{)> by
making the following transformations.

|x® (gj-1 - A) |A)

j—1
bo P -ﬂ>>

i=1

j—1
be D ~ﬂ>>

i=1

2L re (g - A) 1A

Ur
= |x@ (g - A) |A)

j—1
bePDri- A ef(g -ﬂ)>

i=1

The CNOT operation above is justified since gj_; - A and g; - A are both linear
combinations of some of the g;’s differing by exactly one a,. The CNOT uses the
corresponding register |a,) as the control register and the first register qubit as the
target register. This also holds true for stage 1 since g; has Hamming weight 1.
Lastly, observe that the final state after the 2*-th stage matches the one specified
above: [x) |A) |b® Bgcaf(xdS))

It is not hard to calculate that C” also makes the following transformation if |b) is
replaced by |—).

) lar . .ag) |=) S (—1)@=A S [y 10, g )
= (=D ) ay...a) |-)

The circuit for HoDJF is constructed as
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|=)|0") lay ... ag)

1
= ﬁD—) ) lag ... ar)

1
/on

1
— ﬁ Z [—) (—I)Aff‘(x) [x)lay...a) = |-) Z(_I)Affl(X) Ix) laj ... ag)

=) > Afam) 1y) la1 - .. ax)
-

For computing the resource usage of HoDJ¥, observe that C’ is implemented above
using a depth 2 - 2% circuit and each of its stages employ one Uy gate and n CNOT
gates (that act in parallel on all the n qubits of the first register and is shown as a
single CNOT operation above). This completes the proof of the theorem.

A quick observation is that the circuit for HoDJ? is exactly same as that of the
Deutsch-Jozsa circuit for n-bit functions.

4.2.2 Algorithm for Autocorrelation Sampling

Moving on, now we present an algorithm to sample according to a distribution that is
proportional to the autocorrelation coefficients of a function; specifically, we would
like to output |a) with probability proportional to Af (a)?.

An algorithm for this task is described in Algorithm 4.1 and the corresponding
circuit, except the amplitude amplification part, is illustrated in Fig.4.4. Suppose
we run the circuit, perform a measurement in the standard basis and observe some
n-bit string in Rz that we denote a. We will show that the probability of observing
a is actually Af (a)? /oy with probability at least 1 — 8. Here we used oy to denote

Yo Af (a)>. We will further show that the algorithm makes O(% log %) queries to

22 2
Uy and uses O(nN/—[77 log 5) gates altogether.

We will use the technique presented in Sect.4.2.1 for doing so. We start with a
simple identity.

Af (@) = AfD (0" (4.2)
HoDJ},

r-"—-"—-"—-"~—"~—-"~-~"“-" -~ -~ “-—-" - === 1

Ry ) ———{H]— (-
1] 0, 0, [ H

Ry [0%7) e o |l
®n @n | I

Rs |0®7™) H ¢ -

Fig. 4.4 Circuit for autocorrelation sampling
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To prove the identity we first expand the LHS as % 3 (=1 O (=1y 080 =

L3 (=DA"®_ Then, we expand the RHS as Af“)(O”) = LY (=DM
which matches the expansion of the LHS.

—

: Start with three registers initialized as |1), [0"), and [0").
2: Apply H" to R3 to generate the state f Ypern 11)107) [b).

3: Apply HoDJ ! on the reglsters R1, R> and Rj3 to generate the state

Z 3 a0 b

beF} yeFs

4: Apply amphtude amphﬁcatlon on |®) to amplify the probability of observing R; in the
state |0) to 1 — § for any given constant §.

5: Measure Rj in the standard basis and return the observed outcome.

Algorithm 4.1: Algorithm for autocorrelation sampling

Next, we analyse the output distribution of the circuit. We will begin by calculating
the final state that we denote | D).

)Y YA AP0 1) 16)

belF; yelf;

) ®]0")® ( ZAfb<0">|b)+Z|1 ) ® (le—

> AK) |b>>
y#0" b

1) ®[0"® (fZAf(b)lb)+le e <f;ﬂﬁ<y>|b>>

y#0"

Suppose, we denote the normalized state \/%7 >, Af (D) |b) by }@’) and the state

ﬁ > Zﬁ(y) |b) by ‘ CD;’ > We will rewrite the above superposition using these states

and Eq.4.2:

D) = |1 )@ |07)® | o) + Zu ) ’q>”>
yrd

We immediately see that that the probability of observing R, in the state |1) and R,
in the state |0") is exactly oy /2". This is where amplitude amplification comes in.
To improve the probability to 1 — & the number of Grover iterates that is required
is O( 2 log <). This translates to the same number of calls to the circuit in Fig. 4.4
Wthh 1n turn, implies that the number of calls to Uy also follows the same asymptotic
bound since the circuit calls Uy only twice. It can be quickly verified from Fig. 4.4 that
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the circuit uses ® (n) gates; therefore, the total number of gates used to implement
Algorithm 4.1 is O (nf/—;; log §).
The amplification stép will ensure that the amplitude of the state |1)|0")

|<I>’) is at least /1 — §. Therefore, after amplification, R; will be in the state ]CD’)
with probability at least 1 — §, and when that happens, the observed state upon mea-
suring R3 would be some |b) with probability Af (b)?/ or—that is, a sample from the
autocorrelation distribution as promised.

The Qiskit code that implements Algorithm 4.2 is as below. The function of
interest here is f (x) = x; @ x1x2 D X1X2X3 D X1 X2X3X4.

#Importing the required classes and modules
from giskit import *
from giskit.circuit.library import *

#Defining the oracle for the function f(x)=x1+x1x2+
x1x2x3+x1x2x3x4

def oracle () :
circ = QuantumCircuit (4)
circ.z (0)
circ.cz (0,1)
circ.append (ZGate () .control (2) ,range (3))
circ.append (ZGate () .control (3), range (4))
return circ

#Defining a function that constructs and returns a
#qgquantum circuit for obtaining the Walsh distribution
#of the first order derivative
def ac_circ () :

gc = QuantumCircuit (2*n)

gc.h(range (2*n))

gc .append (oracle (), range(n))
gc.cx (range(n,2*n) ,range (n))
gc .append (oracle (), range (n))
gc.cx(range (n,2*n) ,range (n))

gc.h(range (n))
return dgc

#Defining the Grover iterate
def grover_iterate (n) :

gc = QuantumCircuit (2*n)

gc.x(-1)

gc .append (ZGate () .control ((2*n)-1,ctrl_state='0"
*((2*n) -1)), range(2*n))

gc.x(-1)

gc .append (ac_circ () .inverse (), range (2*n))
gc.x(-1)

gc .append (ZGate () .control ((2*n) -1, ctrl_state='0"
*((2*n) -1)), range(2*n))

gc.x(-1)
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gc .append (ac_circ () ,range (2*n))

return dgc

#Defining the size of the input to the Boolean

# function £ (x)
n = 4

#Measuring the first n qubits
gc = QuantumCircuit (2*n,2*n)

gc .append (ac_circ (), range (2*n))
for i in range (2) :

gc . append (grover_iterate (n) ,range (2*n))

for i in range (2*n) :
gc .measure (i,2*n-1i-1)

#Executing the quantum circuit in a simulator

backend = Aer.get_backend(’'gasm_simulator’)
shots = 8000

job = execute (gc, backend, shots=shots)
counts = job.result () .get_counts ()

#Constructing the list of the estimates of the
#First -Order Walsh derivatives at the point a

num0 = 0
for i in counts:
if 1[:4]1=="0000"":

numO+=counts [1i]

print ("The number of time 0000 was observed on

measuring the first 4 qubits 1is

wd = []
tot_counts = 0
for i in range (2**n) :
ind = '0’*n + bin(i) [2:]1.zfill (n)

if ind in counts:
wd . append (counts [ind])
tot_counts+=counts [ind]
else:
wd . append (0)

o numO0 , @\ m @ )

print ("The autocorrelation spectrum of f(x) is

proportional to : ")

print ([round (k/tot_counts ,5) for k in wdl)

Listing 4.5 Qiskit code for autocorrelation sampling

Output:
The number of time 0000 was observed
first 4 qubits is : 7375

The autocorrelation spectrum of f (x)
to

on measuring the

is proportional
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[0.98346, 0.0042, 0.00339, 0.00393, 0.00041, 0.00054,
0.00014, 0.00041, 0.00041, 0.00027, 0.00054,
0.00027, 0.00027, 0.00054, 0.00068, 0.00054]

In Listing 4.5, we primarily define three different functions. As usual the
oracle () function returns the oracle circuit for the given function which in this
case is f (x) = x1 @ x1x; D x1x2x3 D x1x2Xx3%4. The function ac_circ () creates a
generic quantum circuit such that on providing the quantum circuit with an equal
superposition of n qubits as the first n qubits and some n-bit pattern a as the second
n qubits, returns a final state [). The state |v) is such that the amplitudes of a basis
states correspond to the Walsh coefficient of the first order derivative of f (x) at the
point a. The function grover_iterate () takes as input n and returns a quantum
circuit that corresponds to the Grover’s iterate to amplify the amplitude of the state
|0™). We then create a quantum circuit and us/e_\ac_circ () function to obtain the
state of the circuit as f er{o,l}“ Zbe{m}“ Afy(y) |y) |b). Next, we use the circuit
returned by grover_iterate () to amplify the probability of obtaining 0000 on
measuring the first 4 qubits and then measure the states. Thereafter, we execute the
circuit in a simulator and return an array where the ith element of the array is the
proportion of the string i in the obtained output. We also return the number of times
0000 was observed on measuring the first 4 qubits. It is worth noticing that on chang-
ing the number of application of the Grover’s iterate the frequency of observing 0000
in the first 4 qubits will change.

As from the output, it is clear that the amplification is nearly-optimal; we obtain
the required state of |0000) about 7375 times out of the 8000 total shots.

4.3 Autocorrelation Estimation

The final problem that we discuss in this chapter is to estimate the value of Af (a)?
for any given a € {0, 1}". An accurate estimate of this value can be used to further
estimate the absolute value of Af (a); hence, we seek to perform the former task with
a high accuracy, say, € and a low probability of error, say §. The objective will be to
compute some « € [0, 1] such that

Prla —e < Af(@) <a+el>1-8

by making a few queries to Uy.

We use yet another magical technique available to quantum algorithm designers—
quantum amplitude estimation or amplitude estimation in short. Suppose that there
is some (classical or quantum) process whose output values, coming from some
domain D, is probabilistic; let {p(x)}.cp denote the probability distribution of its
output values. Consider the task of computing, or estimating, p(x) for a particular
x. The standard way to solve this, using classical methods, is to run the process lots
of times, say N times, and observe in how many of them x is output—Iet m, be
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1 0)

Fig. 4.5 Swap-gate (left) and quantum circuit for swap-test (right)

that number. It is a basic fact in statistics that p(x) = 7+ is a good and unbiased

estimator of p(x); in fact, E[p(x)] = p(x), and furthermore, p(x) is within =£e of p(x)
with probability at least 1 — § if N is chosen as  log % (here c is a small constant
that can be easily calculated using the Chernoff-Hoeffding’s bound). Amplitude
estimation is a quantum technique that too returns an estimate, denoted p(x), within
+e with probability at least 1 — § and just makes O (% log %) calls to the process
(implemented as an unitary operator).

An immediate strategy would be to express Af (a) or Af (a)? as the expectation
of a binary variable. Indeed, autocorrelation coefficient at a can be expressed as the
expectation of a =1-valued random variable in the following manner.

Af (a) = % Z(_l)f(x)(_l)f(xeaa) — EX[(_l)f(x)eaf(x@a)]

Here, x is chosen uniformly at random from {0, 1}". This expectation can be estimated
using classical sampling, essentially an adaptation of the method described above to
+1-random variables; the number of samples needed, which is same as the number
of calls to f (), is O(EL2 log %).

As before, the quest is to improve this bound by designing a quantum algorithm.
The algorithm we describe next does exactly that by making ® (% log %) calls to
Uy, almost a square-root improvement over the classical complexity. The main idea
it uses is to generate a state with a probability that is related to Af (a)?> which can
then be subjected to amplitude estimation. And this state will be generated with the
help of the circuit for the “quantum swap test”’—something which has no classical
analogue.

Suppose we have two registers over the same number of qubits that are in states
denoted by |¥) and |¢). The swap test circuit, denoted by ST and illustrated in
Fig.4.5, uses an additional qubit initialized to |0) and applies a conditional swap-
gate in a clever manner such that if the first (single-qubit) register is measured, then
|0) is observed with probability %[1 + | (¥] @) |?]. It is easy to show that the circuit
performs the following transformation.

ST 1 1
0 19)19) = 10) @ 5[ 1) 18) +19) 19 | + 11 @ 5[ 19) 18 = 19) 190 |

Our algorithm for estimation of Af (a)? is presented in Algorithm 4.2 and a circuit
diagram is given in Fig. 4.6. We do not show the |1) qubit in the algorithm; it remains
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Require: Parameters: € (confidence), § (error)
1: Start with four registers of which R; is initialized to |a), R» to |0), and R3, R4 to |0").
2: Apply these transformations.

|a) 10) 10") [0")

T 1010) (F 2o ) (5 2o )
S a0 () (S vea)

2 1a) 10) (i Z 9 10 ) (i D00 @) )
CNOT

S ) [0) (S 2D 1) ) (G 100 1) )
= la) 10} 19 Ida)

—  (Normalized state jz, (=1 @ |x) is denoted |))
— (Normalized state le7 Zy(—l)f(y@“) ly) is denoted |¢,))

3: Apply ST on Ry, R3 and R4 to obtain

1 1
1a) [ 100 @ 5 (19 19a) + 18) [9)) +11) @ S (1) 18) = I} 1))

4: £ < estimate probability of observing R; in the state |0) with accuracy +5 and error &
5: Return 2¢ — 1 as the estimate of |Af (a)|?

Algorithm 4.2: Autocorrelation estimation at point a

Rl ‘a> 1
Ry [0) HH o {H A
Ry =) 10°) —{Ho 1
f [ [
1) o T ali
Ry=1¢) [0%m) —fen & S — .

Fig. 4.6 Circuit for estimation of autocorrelation coefficient at a point a

in the state |—) throughout the circuit and its only role is to apply the Uy gate as a
phase-change operator: .
Up %) = (=1 1x).

Steps 1, 2 and 3 of Algorithm 4.2 explain how we atrive at the state

1 1
a) [ 100® 5 (1) 1) +190) [¥)) + 1) © 5 (19 190) = 18 1))

in Step-3. Let | X2> denote the state % [¥) 1) + % |¢a) |¥). We will denote the prob-
ability of observing R; in the state |0) after Step-3 by py. Clearly, po can be expressed
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Further, observe that (Y| ¢) = 5 Y. (=1 ®(=1Y 8D = Af(a). Therefore,
po = % + %Af (a)?. At this point the algorithm uses the amplitude estimation algo-
rithm to estimate py with accuracy €/2 with probability at least 1 — §; the estimate
is denoted ¢ which satisfies the following bounds.

t=5<po=t+5
2l —€<2py<2l+e€
2W—1—€e<2pp—1<20—1+¢
Qt—1)—€e<Af(@*<@2l—1)+¢

This shows that 2¢ — 1 is an e-accurate estimate of Af (a)?.

For analysing the number of queries to Uy, first observe that the circuit to obtain
the state in Step-3 of the algorithm (see Fig.4.6) uses only two calls to Uy. The
amplitude estimation procedure shall make ® (% log %) calls to this circuit, giving a
total of © (Z log 3) calls to Uy.

The above theorem shows how to estimate Af (a)?> using a quantum algorithm
that shows a quadratic speedup over a classical sampling-based algorithm.

Finally, we provide the Qiskit code to obtain the autocorrelation coefficient at
the point a = 0110 of the Boolean function f (x) = x; @ x1x2 @ x1x2X3 D X1X2X3X4
using the Swap test method.

I #Importing the required classes and modules

> from giskit import *

3 from giskit.circuit.library import *

4 from itertools import chain

5

¢ #Defining the oracle for the function f(x)=x1+x1x2+
x1x2x3+x1x2x3x4

7 def oracle () :

8 circ = QuantumCircuit (4)

9 circ.z (0)

10 circ.cz (0,1)

11 circ.append (ZGate () .control (2) , range (3))
12 circ.append (ZGate () .control (3), range (4))
13 return circ

15 #Defining a function that implements swap test
16 def swap_test (n) :

17 circ = QuantumCircuit (2*n+1)

18 circ.h (0)

19 for i in range (n) :

20 circ.append (CSwapGate () ,[0,1i+1,n+i+11])

21 circ.h(0)
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return circ

#Defining a function that returns a circuit which
#implements the autocorrelation estimation at the
#point a as defined in the Algorithm.

def ac_estim(n,a):

circ = QuantumCircuit (3*n+1,1)
for i in range (n) :
if af[i]=="1":

circ.x(2*n+1)
circ.h(range (2*n))

circ.append (oracle (), range (n))
circ.cx(range (2*n,3*n) ,range (n,2*n))
circ.append (oracle (), range(n,2*n))

circ.cx(range (2*n,3*n) ,range (n,2*n))

circ.append (swap_test (n),chain(range (3*n,3*n+1) ,
range (2*n) ) )

circ.measure (-1,0)

return circ
#Setting the size of input to the Boolean function
#f(x) as n and the point of estimation as a
n=4

a="0110"

#Executing the estimation circuit in simulator

backend = Aer.get_backend(’'gasm_simulator’)

shots = 8000

job = execute(ac_estim(n,a),backend, shots=shots)
count = job.result () .get_counts ()

print ("The estimate of the square of the
autocorrelation coefficient of f(x) at a is :")
print (round (2* (count[’0’]/shots) -1,5))

Listing 4.6 Qiskit code for autocorrelation estimation at a point a using swap test method

Output:

The estimate of the square of the autocorrelation
coefficient of f(x) at a is

0.05975

Inregards to the code in Listing 4.6, we define three functions, namely, oracle (),
swap_test () andac_estim().Thefunction oracle () isdefined exactly the
same as in Listing 4.5. As for the swap_test () function, it takes a number n as
input and returns a circuit that performs the swap test circuit for two n qubit states
as in the circuit in Fig.4.5. The ac_estim() function takes as input the size the
given Boolean function as n and a point a at which we prefer to obtain the estimation
of the autocorrelation coefficient of f (x). The function in turn returns a circuit that
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conforms to the circuit in Fig. 4.6. We then run the circuit returned by ac_estim ()
on giving the inputs n =4 and a = 0110 in a simulator and obtain the result. Finally,
we return (2 * pg) — 1 as the estimate of the square of the autocorrelation coefficient
of the function f (x) where py is the fraction of the output that was observed as 0.

4.4 Additional Implications

The autocorrelation spectrum is further used to define many characteristics of
Boolean functions. We talk about a few direct applications. The absolute indica-
tor of a function f (x) is defined as the maximum value among the autocorrelation
coefficients over all non-zero points. Mathematically, the absolute indicator of f (x)
is written as

Af) = max As(a)l.
) ue{O,l}",a;&O@m' (@)l

Similar to the concept of resiliency in the context of Walsh transform, here too we
have a concept called propagation criteria. A Boolean function f (x) is said to satisfy
the propagation criteria of order k if it holds that

As(a) =0for 1 <wt(a) <k.

A function is said to satisfy the strict avalanche criteria if the function f (x) is such
that Ay(a) = 0 for all a of weight 1. Further, the function f (x) is said to satisfy
the strict avalanche criteria of order k if all the sub-functions obtained from f (x) by
fixing any k input bits of f (x) as some constants satisfy the strict avalanche criteria.

The algorithms related to autocorrelation spectra that were discussed in this
chapter may prove to be useful for designing efficient quantum algorithms for these
cryptographically significant properties of Boolean functions.

Further Reading

Simon proposed the celebrated algorithm for a problem on Boolean functions now
known as Simon’s problem [7] which acted as a proof that quantum algorithms can
provide exponential speedup over a classical computation. It should be noted that
Grover’s algorithm [4], the most employed tool in the previous chapter, can only
provide a much slower quadratic speedup. Also it is to be noted that the Simon’s
algorithm works on a vectorial Boolean function. This might be interesting to note
that the present day quantum computers are quite noisy (error-prone) and obtaining
perfect results are elusive. In this regard, several modifications of the algorithms are
studied towards better performance and one may refer to [6] for study and improve-
ment over Simon’s algorithm in a noisy quantum environment.
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Further, we concentrate on n-input one output Boolean functions. The algorithms
related to the autocorrelation coefficients and spectra were proposed recently by
the authors [1]. These algorithms employ the concept of higher order derivatives
of Boolean functions that was introduced by Lai [5] and used a combination of
the Deutsch-Jozsa algorithm [3] and the techniques of amplitude amplification and
estimation that were proposed by Brassard et al. [2].
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Chapter 5 ®)
Conclusion and Research Direction Check for

Abstract In this concluding chapter, we briefly revisit what we have studied in this
book and then outline the recent state-of-the-art results related to quantum cryptanal-
ysis of symmetric ciphers.

Keywords Autocorrelation spectrum + Boolean functions + Bernstein-Vazirani
algorithm - CHSH game - Deutsch and Deutsch-Jozsa algorithm - Entanglement -
Grover’s algorithm + IBM Quantum - Qiskit - Measurement « No-cloning -
Qubits + Quantum gates + Simon’s algorithm - Superposition - Teleportation -
Walsh transform

5.1 WhatlIs Covered?

The keywords of this chapter in alphabetic order, i.e., Autocorrelation Spectrum,
Boolean Functions, Bernstein-Vazirani Algorithm, CHSH Game, Deutsch and
Deutsch-Jozsa Algorithm, Entanglement, Grover’s Algorithm, IBM Quantum, Qiskit,
Measurement, No-Cloning, Qubits, Quantum Gates, Simon’s Algorithm, Superposi-
tion, Teleportation and Walsh Transform, provide an outline of what has been covered
in this book.

In the first chapter, we presented introductory material on quantum information
theory that covered the basic ideas of qubits, entanglement, measurement, superposi-
tion, no-cloning, teleportation and the CHSH game. We introduced the IBM Quantum
environment early and presented Qiskit codes in this regard. Such codes are present
in all the chapters in this book towards implementation of the the theoretical contents.

In the second chapter, we introduced the basic ideas of Boolean functions, the
related cryptographic properties and their implementations as quantum circuits as
well as, as Qiskit codes. The Deutsch-Jozsa algorithm and its relationship with the
Walsh transformation is the theme of this chapter. The Deutsch and the Bernstein-
Vazirani algorithms are also presented along-with.

The third chapter considers the Grover’s algorithm. The main idea here is ampli-
tude amplification which is the central idea behind Grover’s algorithm. This is further
exploited to study the Walsh spectrum of a Boolean function with greater details.
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Quantum algorithms to evaluate the cryptographic properties like nonlinearity and
resiliency are studied in this chapter. One may note that the Walsh spectrum takes
care of ‘confusion’ that is required to be infused in a symmetric cipher.

Simon’s algorithm is quite well known in studying the period of a Boolean func-
tion. This we explain in Chap. 4. In a similar direction, another important property in
cipher design is ‘diffusion’ and the autocorrelation spectrum of a Boolean function
is the related tool. We discuss quantum algorithms to study the Walsh spectra of
autocorrelation spectrum and the higher order derivatives of a Boolean function.

While the first and the second chapters mostly cover some fundamental topics of
quantum information and computation, the third and the fourth chapters, in addition
to some basic materials, contain some recent research results. For further reading,
in the next section, we refer to some very recent results in the domain of quantum
cryptanalysis of symmetric ciphers.

5.2 Recent Results

Itis well known that the Shor’s [23] algorithm has a devastating impact on classical
public key cryptosystems that are based on factorization and discrete log. That is
why there is a worldwide research effort to design public key cryptosystems that are
resistant against any quantum adversary and a standardization process has also been
initiated [21]. This is broadly known as Post Quantum Cryptography (PQC).

Atthe same time, Grover’s algorithm [12] has serious implications against security
of symmetric ciphers. Given a secret key of size k bits, for an ideal cipher, the only
attack in the classical domain is the exhaustive search that requires O (2¢) complexity.
However, generic application of Grover’s search reduces this to 0(«/7 )ie., O (23).
Thus, the effective security of the secret key length is reduced by half. This applies to
any block or stream cipher and also provides a faster method in finding the pre-image
of a hash function. However, this generic application of Grover’s algorithm requires
implementation of the cipher in quantum domain and then all the Grover’s iterations
would add to the circuit size. That is, considering a 256-bit secret key, the circuit
size will be of the order of 2'?® multiplied by the circuit size at each step. This is
in fact huge, and thus given the present Noisy Intermediate-Scale Quantum (NISQ)
technology [22], the attacks may not work perfectly in practice. Nevertheless, NIST
has put a guideline on when such a cipher will be considered at risk [20], and roughly
explains the size and depth of the quantum circuit. In this regard, one may refer to
the works [1-3, 15, 24] to understand the circuit requirements for different kinds of
quantum cryptanalysis.

Note that other than the generic attacks, it is also important to study different
classes of symmetric key algorithms and hash functions with additional focus given
on quantum adversaries. In this direction, some important quantum cryptanalytic
results on hash functions are available in [9, 10, 13, 14]. Mostly Grover’s and
Simon’s algorithms are revised and exploited in the initial study on quantum crypt-
analysis [16—18]. Then, there are q series of recent works as evident from [4-7]. The
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k-xor and k-xor-sum algorithms (related to generalized birthday problem) are com-
binatorially interesting and they are used in different cryptanalytic tools. Quantum
solutions of these problems have been studied in [11, 19]. In the other direction,
design of “lightweight symmetric ciphers secure against quantum adversaries” is
also being considered with a serious effort [8]. The papers listed at the end of this
chapter contains many of the state-of-the-art results at the time of writing this book.
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